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< iCloud 1>X r—3AF URL
®  https://updates.cdn-apple.com/2020/windows/001-39935-20200911-1A70AA56-
F448-11EA-8CC0-99D41950005E/iCloudSetup.exe
< iTunes 1> XA —5AF URL

®  https://www.apple.com/itunes/download/win64

3 HFIR

@ Oxygen Forensic Extractor Zf . [Connected devices| T ULZET,

[+ Cxygen Forensic® Device Extractor v2.13.0 - [m]

® <«
Oxygen Forensic @ Desktop
Device Extractor

(Q) Desktop
u Connected devices ° D

(3 Devices Connected devices Devices Methods

121 h Choose for automatic detection Choose if you know exact Choose if you know necessary
Methods of connected device device model extraction method

& Tools

% Favorites Favorites

The Favorites section is empty.
4% settings )
You can add elements to the section by
clicking the star icon 7" in the list of
devices in the Methods and Tools sections.

Q@ ERENTWLDT/ A X(CHIS LIS A ENERERREND DT, ZTOHHS i0S Agent 2R L
HFLUET,
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Eh‘ Oxygen Forensic® Device Extractor v2.18.0

®
Oxygen Forensic
Device Extractor

@ Desktop

B Connected devices
E Devices

131 Methods

@@ Tools

ﬁ Favorites

{§} Settings

<«

@ [ Connected devices

Device connection tips:

« To connect an Android device, connect the device via USB in ADB mode @,
« To connect an iOS device, connect the device via USB and confirm trust on the device. You may be required to

enter a screen lock password.

= o

o Disclaimer: Suggested methods are based on the list of methods available for the device model and are not
guaranteed to work for the connected device. Information about them is provided for reference purposes.

Apple iPhone X (1)
©:A11 Bionic

° 5:16.7.11

m iOS Agent ; iOS checkm8 @i iTunes backup i iOS SSH

X

®  Ti0S Agent public data acquisition] Z#HTFULET,

s [i0S Agent low-level acquisition] & [0S Agent public data acquisition] HEIRTEET,

C CTlE. TiOS Agent public data acquisition] (CKDFIEERBNULET,

B’ Oxygen Forensic® Device Extractor v2.18.0

. ®
Oxygen Forensic
Device Extractor

@ Desktop

B Connected devices
[B Devices

ﬂ Methods

x Tools

fr Favorites

{49} Settings

@ £ Methods [EHiOS Agent

This method is designed for extracting data from iOS devices.

©i0OS Agent low-level acquisition is supported for:

iPhone 14 - iPhone 14 Pro i0516.0 -
iPhone 13 - iPhone 13 Pro i0515.0-
iPhone 12 - iPhone 12 Pro, iPad devices on chipsets A13-A15, M1 i0S14.0-
iPhone Xs - iPhone 11, iPad devices on chipsets A9-A12, A9X, A10X, A12X, A12Z i0S13.0-
iPhone 8 - iPhone X i0513.0-
iPhone 6s - iPhone 7, iPad devices on chipsets A8, A8X i0513.0-

iPad devices on chipsets M2

16.7RC, 17.0
16.7RC, 17.0
16.7RC, 17.0
16.7RC, 17.0
16.7RC
15.84

iPad0s 16.1 - 16.7RC, 17.0

® Public data extraction is supported for all Apple devices running iOS 12 and above.

o To install iOS Agent, you will be required to sign in to a free Apple account (but not the device owner’s account) or

an account enrolled in Apple Developer Program and sign the application. ©

® Make sure the latest version of iTunes ' is installed.

o iCloud for Windows @ should be installed and you need to be signed into iCloud with an Apple ID account.

® The device must be fully charged.

Path to the extraction:

C:\Users_Oxygen Forensic\Extractions\

Available space: 283.7 Gb

¥ The system drive is selected, it is not recommended to use it as a storage.

[0 Automatically import successful extraction

iOS Agent low-level acquisition
B Extract full file system and Keychain data

iOS Agent public data acquisition
Extract public data
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)\ R(CL> T Ti0OS Agent low-level acquisition] (CKDMHESENDR— FSNTLVRWNEG

&. [i0S Agent low-level extraction is not supported for the connected device. Only public

data extraction is available.] ‘RSN FT,

& ] : [iOS Agent low-level acquisition] ZERUEHEDAYTZ—TFKR

[ Oxygen Forensic® Device Extractor v2.18.0

«
Oxygen Forensic® @ [ Methods [0S Agent
Device Extractor

Device connection
@ Desktop % Detecting an iOS device connected via USB
Device name: iPhone ©

D Connected devices Device type:  iPhone X
iOS version:  16.7.11

o wo - I
uDID:

Select data to extract
Select data to be extracted

Data extraction

Extracting system info
Extracting contacts

m Methods iOS Agent low-level extraction is not supported for the connected device. Only public data extraction is
available.
& Tools
¥ Favorites Preparing the device for data extraction
Signing iOS Agent
&l Extraction Installing iOS Agent
Connecting device
{8} Settings Vulnerability exploitation

[Start the extraction] Z##HTFUET,

[} Oxygen Forensic® Device Extractor v2.18.0

«
Oxygen Forensic® @ [ Methods [EHiOS Agent
Device Extractor

Device connection

@ Desktop % Detecting an iOS device connected via USB
Device name: iPhone @
D Connected devices Device type:  iPhone X

iOS version:  16.7.11

s oo
UDID:

21 Methods
x Tools Preparing the device for data extraction
y Signing iOS Agent
¥ Favorites Installing iOS Agent
Connecting device
d’_, Extraction Confirming access
@ Settings Select data to extract

Select data to be extracted

Data extraction

Extracting system info
Extracting contacts
Extracting calendar
Extracting photos
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[0S Agent 7TUL—> 3 > I(CERT DI, ERIOD Apple 770> . FJz(& Apple Developer

Program ([CESRSNZT7 O R TERIELTLIZEE W] EEANFRREINTULDBD T, Apple ID &/
AT—RZAHNUL. lLogin] ZHTFULET.

B’ Oxygen Forensic® Device Extractor v2.18.0
® (<4
Oxygen Forensic

Device Extractor
ﬁ] Desktop
u Connected devices
G Devices
21 Methods
x Tools
ﬁ Favorites
I &, Extraction

{ﬁ} Settings

@ £ Methods [ iOS Agent

Device connection
@ Detecting an iOS device connected via USB
Device name:  iPhone @
Device type:  iPhone X
i0OS version:  16.7.11

Serial number: [
uDID: |

Preparing the device for data extraction
™ Signing iOS Agent
Please authenticate a free Apple account or an account enrolled in Apple Developer Program to sign the i0OS-
Agent application. ©

Apple D | I @
password [N -~ |

Login

O Don't uninstall iOS Agent app after the extraction has finished.

Installing iOS Agent
Connecting device
Confirming access

Select data to extract
Select data to be extracted

[Signing iOS Agent] (C
ER

5 DTN, EDH# I0S Agent HMlHIHIRT /A RICA > X b—JlenE

m’ Oxygen Forensic® Device Extractor v2.18.0

. ®
Oxygen Forensic
Device Extractor

@ Desktop

Q Connected devices
[d Devices

m Methods

x Tools

1:? Favorites

&, Extraction

{3} Settings

@ £ Methods [ENiOS Agent

Device connection
@ Detecting an iOS device connected via USB
Device name:  iPhone @
Device type:  iPhone X
i0S version:  16.7.11
Serial number:

uDID: |

Preparing the device for data extraction
@ Signing i0S Agent
@ Installing iOS Agent
¥ Connecting device
Please launch iOS Agent on the device to continue. ®
If a free Apple account is used for signing iOS Agent, before starting the application on the device go to

Settings -> General -> Device Management and allow using iOS Agent. The device should be connected to the
internet.

Please enable Developer Mode on the device before the extraction.

To enable the mode go to Settings > Privacy & Security on the iOS device and navigate into the Developer
Mode item. Tap the “Developer Mode" switch to enable Developer mode. After you do so, Settings presents an
alert. Tap the alert's Restart button to continue.

Confirming access

Select data to extract

Select data to be extracted
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@  HENRT/\AXZ2HRL. i0S Agent BN > X h—)LENTWB &R LET.

15:29

o

ZY—K—K  i0S Agent

Q ®®
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HEXIRT /A X LD I0S Agent 7T VEHYT I L, [EBSNTLVRWTROY/N DRy T 77
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©) [E%7F > —fi% > VPN &F/\A XEE| #RE. [TAROV/VAPP] [CRRSNTWBRTZHI> has
wIUET,

VPN &7 /01 ZEE

. (@icloud.com

[ “THO> & =EM 29V TUET

@icloud.com

Cl i0S Agent

BRAYE—IHERRENDOT, 58] 29y TULFET
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“iPhone Developer:

"D AppZEZD
iPhone T{E#

@ i0S Agent 7FUESwY T UM<,
[0S Agent MEBFEFENADT I TR ERDTWET | DLDSIRY TT7w ITHHERRESNDDT, b
Z(CBUT, TOKl Z#9YTULET,

& BREICTAAROV/VE— RZEMELTLIRWNEE, i0S Agent Z5 v T#IC. T4 ROY
NE—RZEWMEICTDLD (TR DEENKREINET, BIELDFSFEE I0S DIN—-=
IUICKO>TERDFT,

v i0S18 BURIFT T AL hTEFT A ROV \E— ROFEEEMNIEFRRICIRDTVET . B
{£9 BI(C(E Mac & Xcode WL BRMEEN B DET,

“i0S Agent"HEEEADT 7
ERAERHOTVET

Pleas s to

@ HEEENT)IA X TOEENERIDD & Oxygen LIC, EAZ1—IFRRSNET, [Full
extraction| ZE7/=(E [Selective extraction] ZITUEI ., (LUF(E. [Full extraction] Z#HTF UIEH
BDFIETY)
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m* Oxygen Forensic® Device Extractor v2.18.0

®
Oxygen Forensic
Device Extractor

(1) Desktop

Ea Connected devices
E] Devices

[71 Methods

3% Tools

77 Favorites

.i, Extraction

4b Settings

<«

@ [ Methods [EH iOS Agent

Device connection
@ Detecting an iOS device connected via USB
Device name: iPhone @
Device type:  iPhone X
i0S version:  16.7.11

Serial number: I
upID: |

Preparing the device for data extraction
@ Signing iOS Agent
@ Installing iOS Agent
# Connecting device
@ Confirming access

Select data to extract

k Select data to be extracted

Data extraction

Extracting system info
Extracting contacts
Extracting calendar
Extracting photos

— m]

X

C OB, MENSRT /A X229 D &, [Extracting public data

CENERTEET,
15:31 > T
iPhone X

i0S Version 16.7.11 (Build 20H360)

Extracting public data ...

LV

Dan't close the application until data
extraction is complete

Copyright © 2025 Oxygen Forensics

Version 4.0.0
——

. ARREN. A FRIRENTVS

M HRNT /A X TOEEN DD & Oxygen EIC, #EXZ1 —HFRRENEY . [Full

extraction| ZE7=(& lSelective extraction] I TFUEI, (LUF(E. [Full extraction] Z#HTF Uiz

BOFIRTY)
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B‘ Oxygen Forensic® Device Extractor v2.18.0

. ®
Oxygen Forensic
Device Extractor

@ Desktop

D Connected devices
G Devices

[ﬂ Methods

% Tools

ﬁ{ Favorites

ti, Extraction

@ Extraction results

{3} Settings

o

«

@ [ Methods [E}iOSAgent [ Extraction results

Extraction complete!

Device: iPhone X
iOS Agent extraction: Success
Extraction: Success

Keychain extraction: Not supported

Extracted: 854.4 Mb
Elapsed time: 00:09:15
Log file: racti -11- 5-23-57

X

Open extracted data

Y

Open and analyze extracted data in Oxygen Forensic® Detective

Show extracted data

Show extracted data in folder

@

Import wizard DWEEEIL. 1 > R— REDOAT S 3 OHRREINET, FICEFHNEBEWNEE. TDEE

[Tmport] Z#HTFLTLZEN,

" Import wizard - Template: Default

E * Extraction

&l

Information about extraction

General import settings

Selective analysis
Mested archives unzip
Advanced analytics
. Search

) Scanning files

[=] summary

I'E Templates

O X
Extraction Save template =
Add the extraction file to be imported intc en Forensic@ Detective.
ath to the file
C:-]ocurnents#()xvgen Forensic¥Extractions¥I0S-AGENT-27314.. #device.ewc [
Free space: ES: 281 GB TMP: 281 GB ze: 9.50 KB
Extraction type
Apple file system tarball/zip/dar v
Password
Select an import settings template from the
Default v
A Keychain file can be added for this extraction type
th to Keychain file
B
el o I
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® Import BT L. Oxygen ETIELLK/A—RXENTULWUIKINTY

& Oxygen Forensic® Detective = a]
o7 | [0 Applications - Apple iPhone X | “2, Accounts and Passwords - ... * | *2, Contacts - ApplePhone x| [ Apple Contacts - Apple Pho.

©7 Faces - Apple iPhone X * imeline - Apple Phone X~ ¢

. N,
~ Apple iPhane X 8
v @ Unassigned extractions 3 -
= ] Time zone  (UTC+9:00) Tokyo (Asia)
(8] sorie phone x — 05 o5 16711
©, Accounts and Passwords 1 ﬂ Incident rumber  Add incident number
Calendar 2 Evidence number  Add evidence number
Contacts 10 —
) Files 301 EREEEEs]
£ Reports
(5] Snapshots
77 Faces 120 Statistics ~ Extraction info  Owner  Generalinfo  Device Photos  Note pré1)
(7] KeyEvidence 2
Malware
Search ~ General sections 7
Social Graph -
Speech and Text recogniton = applcations Accounts and Passwords Calendar O Contacts
Statistics 1 1 2 o
Timeline 233
£ appiications 1
[ 4ople Contacts 10 - Reports Snapshots

“[&] appie Phone x

G, Actounts and Passwords 1
Colendar N ~ Analytics 8
Contacts 10
] Fles 20 T Faces Malware Search Social Graph
Reports o~ 120 Ql
Snapshots
Faces 120 -
Speech and Text 7| Statistics (T_\ Timeline
Key Evidence &3 LRJ recogrition (] B =
Maluare
Search
Social Graph
Speech and Text recognition v Applications 1
Statistics E—
Timeline 22 ‘
Apple Contacts
= appiications 1 n s
Find text. Alv

Version: 15.0,0.100_Total extractions: §
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