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AFIETESER D —4 (. iCloud Drive (C77vIJO—ReENz7IIT—23>D/)I\w o7y ITF—4
PHRERDET,

Fiz, THEERICAN— I A 2 (TXESTNSD ApplelD #RI— RS O— R)DHERMBECRDE
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1. Oxygen Forensic Cloud Extractor Z#£&1L. [New extraction]®oJw I ULFET,

et
sx°

Oxygen Forensic®

Data extraction from cloud services

Import prepared credentials or start new extraction

Import credentials package

Search for credentials on the target computer

Add Oxygen Forensic® KeyScout to removable media

Decrypt WhatsApp backup files

Decrypt WhatsApp backup from SD-card or internal memory of an Android device

New extraction
Start new extraction from cloud services

= Q 0 Close
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2. HEHROT/N\AXDFEEEREZAI U, [Next]2OUwIULFET,

(PCyberDefense

o
@50

Oxygen Forensic®

00

Account owner
Fill in the information about the account owner and the case

Owner name Extraction alias
15 oA v |
Owner email Inspector
@ | .
- Owner phone number Case
| [~]
Add photo Evidence number Place

Incident number

Hash algorithm

Cloud backups folder

C:¥Usersf-nncumeﬂts¥oxyge o]

Back

Do not hash OCB backup

Cancel

3. HWHIBITIUS—I3>EBRIIE@EClE. Apple ¥Y—20% 2w, [iCloud Applications]
ZRIRLTLES0, #BIR%. [Add credentials]Z2 2w LTLEE0N,

@ Oxygen Forensic® Cloud Extracto

=00

oe0

& L c
Apple Health Apple Maps Grindr iCloud
Backup
iCloud Call History  iCloud Contacts iCloud Drive
@ & O
iCloud Photo iCloud Photos iCloud Safari
Stream Bookmarks

iCloud Applications

O

iCloud Backup

@

iCloud iTunes
Store

9

iCloud Safari
History

CQeeO0O00

Back

B

iCloud Keychain

B B®

WhatsApp iCloud

Viber iCloud
Backup

Select all Add credentials

iCloud Notes

10

iCloud Calendars

8

Backup

Cancel
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[Authentication parameters] D+ > ROMNFKRESNEITDT. AppleID dD Username &
Password ZA I LTLZEW. ABNRE[Apply]Zo U w o LTLIZEN,

v 5

Apple Health Apple Maps

Authentication parameters

Grindr iCloud

B & S

iCloud Applications  iCloud Backup iClo

Backup

iCloud Applications Y
ﬁ Username/Password Token  Proxy eychain id
Username
I
Password
L 24
Cloud Whi
kup
Close

[Next]ZZoUw o LTLIEEU,

v J,W

Apple Health Apple Maps

& 9

iCloud Call History

5 o
iCloud Photo iCloud Photos
Stream

Oxygen Forensic®

il

00

iCloud Contacts

CO0OPRBQ

A B & ©

Grindr iCloud iCloud Backup iCloud Calendars
Backup

iCloud Applications

iCloud Drive iCloud iTunes iCloud Keychain iCloud Notes
Store
iCloud Safari iCloud Safari Viber iCloud WhatsApp iCloud
Bookmarks History Backup Backup

Q@000 mxm

(®)
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7.

Q Check iOS device connection

iCloud Applications

iCloud Applications service needs some additional actions:

« Prepare any jailbroken device with iOS 12.3 or later for
connection.

+ Launch OxyAgent app on the device.

« Type the host and port from the app.

¢ Click the "Connect" button.

Don't close the OxyAgent app or lock the device screen
till the end of extraction!

Read installation instructions

1P address or hostname Port
le.g. 192.168.4.151 8899
Skip onnect Close

[Warning] HFRRSNEITH. [V ETVUYILTLIEEW

iCloud Applications service needs some additional actions:

| Warning
You can skip this step and authenticate via old protocol
but it can be not stable and may not work with all iCloud
services. Do you want to continue?

DA
ti
B BV WLVAIN)
Re
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8. [Send verification code to trusted device]® 21w ULTLZE0N,
This account is protected with two-factor authentication.
Please choose how you want to receive the verification code.
—> Send verification code to trusted device
The verif ill be sent to all trusted devices. Tap Allow on the screen to
receive your T N code.
—> Use the code generator on trusted device
Go to Settings > [Username]. Tap Password & Security > Get Verification Code.
ot
9. AX—hTA>IT ApplelD #5201 — RIRRESNEIT DT, €DEF% [Enter received code in

the field below.] EFRRESNTVND T4 > RIICADUTOKZOUY O LTLIEEL,

9: Enter received code in the field below.

The code was sent to: trusted device.

[

Choose another method Cancel

10. #®S5(TE%3

AETUFET L TROEEICRDFEITDT[Next]ZIUy I ULTITEE0,

orensic® Cloud Extractor

& Services
& [ iCloud Applications o

m Add doud service...

Credentials
I scoud con
—

:’-
g5
Oxygen Forensic®

<]

Validated

Back

Cancel
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LTLIEE0,

BEHNRRENET,

WCyberDefense

JMENTTUHELES, [Next]ZoUw oL THHZRIE

[Select applications to download]& 2o w093 &, MEXIHRD Application R DAL Z & HVA]

BET9 . F£/z. Categories M5 TJ7-1)LDFELE. Date range i57—~FDETEEFE &L ERIEET

3_0

Oxygen Forensic®

=00

Services

Applicatians list (iCloud)

Application

I icloud.com.apple.mobilesafari

B AR

P icloud.com.blackberry.bbm1.88M

P2 icloud.com.getdropbox.Dropbox

8]

P2 icloud.com.wilab.KakaoTalk
= ume

=) shortcuts

P2 Textinput

a Wallet

0EAEAQA

>

Size
DA SIS

04k
084k

08t

084k
(A% S

Close

Back

(4 Categories

M m Other files

{} Select applications to download

[J Date range

2000/01/01 SE 303 T
& Apply for all services

12. THOLSEECERL, HMEIRIBSNET. TTIdE

[Next]ZZOUw oL TLEEN,

[Completed] &EFRRESNEIDT.

Data extraction from cloud services
Data extraction completed

N o) C r‘lcloud.com
o
B2
cat s a £ A
Oxygen Forensic®

1 v

< >
Q0 | o
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13, MEATTULELEZS., TRIOBEANRRENDET[Next]ZoUv O LTLEE, TROBE®ERD
FRENE LS. [Open extracted data in Oxygen Forensic Detective]Z22Uw O U%E Y,

@ Oxygen Forensic® Cloud Extractar - 9.3.0.58

Cloud data is successfully extracted!

Select ane of the actions

o Open extracted data in Oxygen Forensic® Detective
& # View and analyze extracted data
@9 o
Oxygen Forensic® O Shows o3 bk
New extraction
Start new extraction from cloud services

= Q o Back Close
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1. #HUL7=>—4% Oxygen Forensic Detective T D E. FTRIDKD(CRRSINET.

O

BB &

Statistics

(— applications
2
Files

i

v Analytics 7

ra

O Faces
L~a

Statistics

v Applications 2

Extraction info ~ Owner

iCloud Applications

Time zone  (UTC+09:00) Tokyo (Asia)
Extraction started
Incident number  Add incident number

Evidence number  Add evidence number

General info

v General sections 7

G% Accounts and Passwords

— Reports

a Timeline
=)

‘ iCloud Drive
1

Photos

2023/03/03 17:31:43 (duration 00:00:04)

MNote

Contacts
2
Snapshots

Q Search

v Cloud backup (294B3334CB324F808A0C06F584968CD3_03032023_173143.0ch)

(r\) Extraction logs
EP s

Cgo Social Graph

2. Filestzo>a>IBBL. \vOFPvIT7AILERIUYVILTATI 3> A1 —%BZ. [Open

in File Viewer]1Z2 2w 2L TLIZE0N

(3\ iCloud Applications

v Categories 3 e G‘
Accounts 1
v Files 2
v IllMlcidoud.com 2
iCloud. com.linecorp. line 2

thumbnail. zip

1 Extraction info F Export - Reset filters View -
+ s
LN:Ei=W Files Contacts Chats

*~  File name

é
|

Ful file name

Gﬂlﬂapz g Geodata -

Timeline  Socal Graph

Size SHA256 Hash

archive.zip archive. zig o

thumbnail,

Copy cell to clipboard
FH Copy cells to clipboard
TF Copy column cells to clipboard
= Copy row(s) to clipboard
Mark as key evidence
&7 Add tag...
ig Relevant file
[~ Show in File Browser
[ Open with...
Save to...

389ef1b

4 2003l

9

Copyright © 2023 Cyber Defense Institute, Inc. All Rights Reserved
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4.

ZOHITIE I\ OTFY T IT7A)LDOH(C DB T 7 A ILHMEHESNTLET,

IJwZ—[Open in File Viewer|Zz2oUw 2 L%E9,

CyberDefense

DB J7 )LD LTHD

! .L archive.zip ~
(i>Extract|on info G File ~ @ View ~

¢ archive.zip

9| Filename Size Packed Size Modified
| | LineSquare.sqlite-shm 32.0KB 139bytes 20
7 LineSquare.sqlite-wal 8.07KB 1.30KB 202
3| LineSquare.sqlite 192KB 18.0KB
| MessageExt.sqite-shm 32.0KB  85bytes
| MessageExt.sqlite-wal 0bytes 2bytes
¢+ Line.sqlite a88MR_TT0MR
£5] MessageExt.sql FH Copy cell to clipboard
{z] backupUserInfg = Copy row(s) to clipboard
7 env.dump «/ Open in File Viewer

™ Open with...

Creats

s
Q

AW

AW

W

WA~

W]

W

WA

W

W~

CDEDT, I\ ITYTIT7A)ILOR(TIEMESNTULE DB J7 1)L &R <

CENEERET,

Hex SQLite with recovered data

[ squ editor

v [ archive.zip (Line.sgite)
[3 ooL
[ z_1vemBERS 11
] z_amwrmee
[T z_avemeErs
[ z_smemBERS
] z_MeTaDATA 1
[ z_mopeLcackE 1
[ z_primarykeY 12
F zcHaT 10
[T] zcHATMETADATA 8
[ zconTacT
[ zerour
[T] zmEssaGE
[7] ZMESSAGEMETADATA
[ zmeTDATA
7] z2mrHoMEGROUR
[ znomrFicaTION
ER zsns
[T zsmickerPackaGE
[ zuser 18

Version: 15.3.0.86  Size: 479,232 bytes

| @) icloud Applications - Cloud ...

(ibExtractioninfo Export G File -

*1

O 0o 0o ooo0o0o00060G0O0O0O0CGoOoOOGCGOoOOoOooo

<
Total: 430

ZLONGITUDE

archive.zip

70

T776290487476
TTTC29TTTHAL
T776297934710
7776303461824
T776304649573
7812623775894
7812627610683
7812628373342
7812632560447
7812637259968
7812645338793
7812650501735
7812651919301
7812655764759
7812662243569
7812663942823
7812665924664
7812666530564
7812667067264
7812668052595
7812668728733
7812669509832
7812673308921
7812675421536

% ] archive.zip (Line.sdlite) x
Reset filters @ View - Q Search @ Recoveryoptions
ZTEXT ZCONTENTMETADATA 1l
SHEFIITERBEANSwoLATTO ~
Follm, Bl @ bplistddd  XSversionXsobjec e
~ ~ aw Data (UTF-16 LE)
{15 bplistond  X§versionXSobjec S ——
(30, FERSTIHEL, BSLASIBLIBERREE
= fErEdw @ bplistddd  XsversionX$objec
{BE—hy i bplisto0d  XSversionX$objec
E5ehE3LE T
LA T TR T i bplistddd  XSversionXsobjec Unencoded
SR, HALF (B, Unix Epoch Time LE
A Unisc Epoch Time BE
FoFA  IEATE! i bplistd00 X SversionX Sobjec Unix Epach Time (ms) LE
ST BLVIHTRRD 7 i bpistd0S  X§versionX$objec |y Epach Time (ms) BE
ENTEDYDE, B E | 2T E s, WA %S T. Unix Epoch Time {micro) LE
E RN ez et a i B Unix Epech Time: {micro) BE
AoRTRAITELL | BEAROCFERLONO 5 bplist00d  Xsversiorisopjec 7% Epoch Time (nanc) LE
- Unis Epoch Time (nano) BE
= 05 X Epoch Time LE
FITEET | wuNTITEE S | AN RIITEEY ! 5 bplistd00  XSversionXSobjec 05 ¥ Epoch Time SE
FETL, JIRTETRIG? 05 % Epoch Tme (nana) LE
bEELFEOETL ! @ bplistddd  XSversionXsobjec 8 ¥ B ch Time foona) 85
=
BhS
Lipiedl T ! @ bplistddd  XsversionX$objec
N
HiA— {5 bplistonG  XversionXSobjec chantoonve
1HEEE A, E-LELET v
>
Query executed in 0 ms

Filtered: 430 Selected: 0
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