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1 Search #geDH>TV
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Text

XFIRER

Keyword lists

F—O—-RURXBMI—HT BT —HZRR

J\waatty MC—IT BT 7 1)L ZRER

Hash sets
RegExp FMKRIR(C L D8R
Face sets TJIARAY bMI—HI DEREEZRER
Hex 16 EEIRZR
Hex lists ANY D X(16 EH) VA NI BT —HZRR

FROEE. TROFERADY I ZDERZETERIETT.

13 Extraction info Export Reset filters @ View - Searchtemplates Lists managers - m
oo R o R -+ EEE——
5 select keywords 7 it —————
Select keywords ~ Keyword lists
v Advanced settings
[ Case sensitive ] wihole words only
Searchin
[ Parsed data
(] Filenames
[ File metadata
[] Fie content  None
=] ! v Source Type ~ Values ~ Desmription Time stamp (Tokyo)
Version: 15.2.0.246 Total: 0  Filtered: 0
BIFDETE, SHEEEDF MR LE T,
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2 TextiRF®|

WCyberDefense

Enter text @

v Advanced settings @
alltext data (D)’
Case sensitive (3’

Search in

Parseddata (B’
Filenames ®'
File metadata ()’
File content  All files

Keyword lists Hash sets RegExp Facessets Hex Hexlists

v Amyword @' v

Whole words only @I

1/
ASCII, Windows- 1252.@\/

/ W

W Find text...

1
Max number of matches within a file 10w .

Text RRAY I TIE. EHDOLDICOTFR MASARY IR E@Advanced settings(BEAT> a3 > )PHEESN

TWET,

Advanced settings Tld. RO ~@'DATS 3> HRFEET DI ET. BEMRIRREH=Z 1 - BETH
BIDICENTEETT, IBHCATS 3> OFMERHR U TWEET,

O'DATZ3>: IUyIFDEUTOREMEEEIRAERF T v IRy VAR TERSNE Y. BIRL
FEEEERFHRCEENET.

1 =E2 B2l

All Text data

ECOXFINERFTHRICT D

Phone number

BEESZIRRNRICTD

Emails

A=)LT RLRAZIREREMRICT D

Credit

cards number

L2y bH— RESZREMRICT D

URLs URL ZHRZRERRICT D

IP addresses

IP 7 RLRAZRZREMZRICT D

MAC addresses

MAC 77 R L A ZHREFRMRICT D

Geo coordinates | MBFERZRRMRICTD
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» Phone number [CDWL\T(d. Oxygen Forensic Detective 77F'J_E® menu>Options>Search "5 1—H

B TBEESORENTETT.

p—"

{é)} General

Q Search

Q" Import

ra Advanced analytics
‘ Contacts

‘@\ Geo settings

@ Proxy settings

Phone numbers
Countries
[IP - Japan] v
Leniency (D

Strict grouping v

Phone number length

@PFUJEGVIC from 10 ~ to 13 + digits
=
) Updates
Restore defaults Import... Export... Close
Version: 15.2.0.2496
IE|=E ETL
Countries BREMROBEESDOELZIETE
Leniency BEESDIEE

> Strict grouping (BEBESDLDICRIDEFD

7&#5)
> Exact grouping (BFEES (QAVVEXDEF D
5l)

> Possible (BF DRI ZETEEES EHEXY)
> Valid (BIEES (CIUATZEFOFE)

Phone number length

BEES LHET DHFIDRS

Q@' DAT>3>:

ODFTFRBAIRY TRCAAUEF—DT— RO Y FHIA TZEIREEKFET .

IHBE% B L
Any words ABUTEF—T—Rownsnm
All words ABUTEF—T—RET

Exact Phrase | JL—XD5EE—5
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Q'DAT>3> : Case sensitive ([CF TV IZEAND & BREMNRONFI M U TANF EN\XFZEXFIT
BLDICIRDFT,

@'DAT=3> : Whole words only (CF TV IERAND E. HEHEHATREITDLDICRDET,
O'ODAT>3>: Parsed data (CF TV IZEAND E. N\—XBEHDT —IEIRRMRICEDET
®'DAT= 3> Filenames (CFIVIZANDE. T7AILAEREMNRICEDFET,

@'DATZ 3> : File metadata [CFTYIZAND E. T7AIDRAIT—IERBEWTRICEDF T,
®@DAT>3>: DUvIFBEUTOEENELERAEERF T v IRy IR TRAENE T, #RU
FFIEBIBRENRICEFENE T,

HE% Bl ]
All files 2T 7A)ZRBETIRICTD
Media files AT T I7A I EREHLRICEZEDD

Images(OCR) BEHFADXF (OCR DE S UMEBR) ZRFEWRICEZDHD

Databases T—INR—REREWNRICEDD
Documents RFIAS REREWNRICEDD
Plist files Plist 77 A )ILZIRBMRICEDD
JSON files JSON J 7 A IV ERZRZMR(CEDD
Archives 7 —NA T EIRFBEWNRICEDD

Applications files | 77U —2 3> I 7 ()L ZIRRZHTRICEDHD

Other files TDMDT 7 A I ZIRZBEIRICEDH D

O'DATZ3> : Uy IT 2 EUTOEBMEEEIRAERF T Y IORY VAR TERSNE Y. BRUL
B IRAFMRICEENET .

IHE#

ASCII

Windows-1252

UTF-8

UTF-16LE

UTF-16BE

UTF-32LE

UTF-32BE
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WDAT>3> 1 T7AILADRRK—EEZ 5~50 DM TEIRAEE, L. EA—BEFTIVFZRBL
IIT WELEBLDZLD— R EFENTVWTE—REH TSNS,

3 Keyword lists #&3&

Keyword lists 3RS T Tld. UR MNIBFRBEAHDF—T— RE—ERRI D ENTIEETT,

Text G- Hash sets RegExp Faces sets Hex  Hex lists Y Find text... ~
Select keywords @ W KE*;v-'nrdIist@

“w  Advanced settings @
Case sensitive @l Whole words only @'

Searchin

Parseddata (@)’

Filenames @l

Fie metadata (5’

File content  Allfiles @' v ASCIL Windows-1252... v®lMax number of matches within a file for every keyword 10w .l

Keyword lists 8R4 Tld. ERDLDICOKeyword list 3R 7+ — /x & @Keywords manager EBRIRS

> . TUTO®Advanced settings(l@BATS 3 > ) ABSNTLETD,

Advanced settings Tld. ERO'~@'DATZ I HRKEI DT E T, BREMNRORREHE 1 - BETH
BYDZTENTEETY . ATS 32 AT 2 — DR Text IRZRHERESY T ERIKDIzHEBELFE T,

@ Keywords manager BARS>Z0Uwv O3 3L, TRIOBEARERBEEINET.

rds manager

] keyword lists~ ~ .i Keywords
] G Drugs Aguaje ~
| G Guns Alcance
|:| El Money Laundering Camion
| D Organized Crime [ Chafa
| D Trafficking Informant
C. + Enter a new list name Tomar Agua
151s
295
d. Enter new keywords v
Restore defaults Close
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a. Keyword list D1 >7R—

b. Keyword list DT XR—

c. Keyword list DFFARIERL
d. Keyword list [CF—D0— REFHREF

3-1. Keyword lists MiEMNAiE

1.
2.

Keywords manager Zfi <

[+Enter a new list namelZ2Uw o LT, FEDIANEEANTD

Keywords manager X

Keyword lists  ~

D Drugs

("] Guns

("] Money Laundering
(" | organized Crime
("] Trafficing

I =+ Enter a new list name

T

\ Keywords =

Restore defaults

(l?CyberDefense

Close

Keywords manager 2

Keywordlists ~

D Drugs

rj Guns

D Money Laundering
D Organized Crime
[ | Trafficking

RaiRE]

Restore defaults

Keywords ~

Close
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[Enter new keywords]ZoUw O U, F—D— RZ&EEIT D, BHERTDHEE. BUTCTXUIS,

'gﬁl‘w’\u ds manager . ‘
Keyword lists 3 4] || Keywords ~
o Ents w keyword:
[‘ Drugs L e e Add multiple keywords
[\ Guns
[\ Money Laundering Enter values (one per line)
[\ Organized Crime | %ubaki
[\ Trafficking 4285
L miEE EITE
=+ Enter a new list name
Cancel | 0K
[I name|
mote p
Restore defaults m Close note py
P — e o eeseen v et e e siss e seeeman e PO amnte

CHOFFRERT DHE(F. BREMRICLEVWIRANILFFIYVIZANT[Search]20 Vv IF D

ds manager

[m] Keyword lists  ~

Ealll
=3

Keywords -

|:| El Drugs &

|:| El Guns EF

O El Money Laundering 255 1%

[l D Organized Crime [ | EFTE

[l D Trafficking Enter new keywords

(]2 setre

4+ Enter a new list name

Restore defaults Close
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4 Hash sets &3

Hash sets RS TlE. U MNIEFEEHD Hash sets BRI B ENBIEETT,

Text Keyword lists RegExp Facessets Hex Hex lists Y Find text... v
Select hash set (1) w | Hash sets (2

Hash sets 8RS T TlE. EED LD (CDhash set i#IR T A+ — /s & @Hash sets manager BIEERNRY > H' A
BINTWET,

@ Hash sets manager BF/RS>Z0Uw o33 E. TRIOBERNREEINETD,

Hash sets manager

[~ Hash sets folder  C:¥UsersjJ I 2po0atz4roaming¥0xygenEngineHashsets -
a. b.

Known files

Fat
Mame  Records Type  Updated ™

Hash sets of various types, Found files will be marked with & and hash set name.
The following hash sets are supported: MDS, SHAL, SHAZ256, PhotoDMA.

C.
Add hash set... Close

a. Hash sets %7 iBIILJz Hash sets ’&RRENET

b. Known files 7' i0S )\ X & Android 7/ {+f XD system file @ Hash set B"F T4 JL FTHERENT
WEYT., INZREBRF(CHRINT DI ET. BREBRMNSI—HEB TR system file 7—FZFEHNTDZEN
AREICIRDFT.

c. Hash set 771 )LD-A > R— bk
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4-1. Hash sets DEMASZE

1. Hash sets manager RF/N5>%& 2w/ LT, Hash sets manager Z i <
2. [Add hash set-- 120w 093

Text Keyword lists RegExp Facessets Hex Hexlists Y Find text...
Select hash set v Hash sets
Hash sets manager
[ Hash sets folder C:¥Users-AppDam’-\éRoaming¥0xygenEngine¥HashSets¥ -
Known files
Lal )
Mame  Records  Type Updated ™
B
B
B
(]
B
B
Hash sets of various types. Foun e marked with # and hash set name.
The following hash sets are su TMDS5, SHA1, SHAZ56, PhotoDMA, i
B
Add hash set... Close §
T = us —— el

3. New hash set BIEIN EMASNSDDT. [Import hashes from file:--1Z22 w2 LT Hash set 771 )L%
A2iR— b3

L2 . [ 11 prmme g TP Ly L —J T
Mew hash set Project VIC
MD5
Type | Project VIC v |

| SHA1

MName | Enter hash set name

Region |u5 = | SHA256

Thumbnail display options for files from this hash PhotoDNA(Project VIC)

™ % show thumbnails in LI PhotoDNA(Text)

2 Show thumbnails in report

Hash sets of various types. Fol
The following hash sets are

Cancel
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5 RegExp &3

RegExp BRFF I T(d. ANTA—AICEEAN, EUKRBURMNIERUZERKRRZERLUTIRRI DL

HEJEET Y,
Text Keyword lists  Hash sets Faces sets  Hex Hex lists V Find text... Ll
Enter regular expression or select it from regexp manager @ RegExp @

w  Advanced settings @

Search in

Parseddata (1)’
Filenames @’
File metadata 3"

File content Al files @' v ASCII, Windows-1252... A5’ Max number of matches withina fle 10 +®

RegExp MFRA T TlE. ERDLDICOERKIR(Regular expression) A1 J 4+ —/n&E@RegExp manager &
ERERRY> . U TOAdvanced settings(lEAT> 3 > )AHBRSNTULET,

Advanced settings Tld. ERO'~®' DATZ I HRKEI DT E T, BREMNRORREHE= 1 - BETH
BYDZTENTRETY . ATS 3> AT 21— DR Text IRZRHERESY T ERIKDIZHEBELFE T,
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5-1. RegExp OEHFDMLS

[RegExp]ZE o1 Jw o L. RegExp manager ZEHUET

h Text Keyword lists  Hash sets Facessets Hex Hex lists Y Find text...

| Enter regular expression or select it from regexp manage- RegBExp

RegExp manager

Mame Expression Comment

Il D Match an Alphanumeri... (¥W|"*)po[#%¥-]4{0, 1}#={0, 1}¥d {2} [¥=-]{0, 1}¥d...  Match the purc...

Il D Match Any Email Addr... (W]~ [¥w. +¥-]{0,25}@(yahoo |hotmail jgmail}...  Match any email... .
| D Match Any IP Address.., 192¥, 168%, 1¥.¥d{1,3} Match any IP a...

| D Match Exact Phrase Q...  (¥W|")stock¥stips(¥W]s) Match the phra...

Il D Match Whole Word Only  (#w ] ~)hell¥w|5) Match the word. ..

| D Match Word or Phras...  (¥W]~)(baloney|darn|drat|fooey|gosh¥sdarnit]... Match any word...

1 D Match Waord with Diff...  w[il 1] [a@]ar[a @] Match the word...

Il D Match Word with Vari...  badmail [¥w. +%3-]{0, 253%.com Match any URL ...

- OxygenBI TREINTLNET I FOERFR

@ @
Add @ Impaort Export Cancel

@DAdd : IERFIRZADUTREFELEWVEESE. [Add]Z2T U w2 LT Add new RegExp BEIEZEMRU.
BEERULEWERKRIRZEZAD U TC[Save] 20 Uw &

nter regl = aExD Mana Add new Reg
Adwvang .
Mame
Earch in Mame | post code] | [
Parsed
:I . D D Makcy Comment i
M Filenant | ] (7] Match | new test exp | I
[ Flems [ D Match 1
:| Fle.col D D Match E:qiessmn th
IO D . (T |ZIP: J¥d{3}¥d {4}
Yol O [ Math [
01 (] vatch ERFEREAS i
O [ ] Match i
d
ndd : Cancel Save '
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@Import: IERFRZTRLIZT 71 ILZEA MR- BUTZWEEF [Import]Z2oUw I LTI 7 A ILZIER
®Export: I7AILELTHADUEWERRRU X M@RUGERUIZT A T AREEATICIRDET).
[Export]ZTUw 09D, HiFECSV M text AZRANEIRATHE

| %

o
Name - Expression Comment

d D Match an Alphanumeric F...  (¥W|"~)po[#¥-1{0, 1}¥s{0, 1}¥d {2} [¥s-]{0, 1}¥d{4}{¥... Match the purcha...

I D Match Any Email Address...  (¥W/]")[¥w. +¥-]{0,25}@(yahoo |hotmail jgmail)¥.com... Match any email a...
D Match Any IP Addressin ... 192¥. 168%¥. 1¥.¥d{1,3} Match any IP addr...

i D Match Exact Phrase Only (¥wW |~ )stoddstips(¥W | $) Match the phrase ...
=T | Match Whale Word Only VRS ] TAStch the word ...
D Match Word or Phrase in ...  (#W|~)(baloney|darn|drat|focey jgoshé¥sdarnitlhedk... Match any word o...
D Match Word with Differe...  v[il1][a@lar[a@&] Match the word vi...
D Match Word with Variabl...  badmail[¥w. +%%¥-]{0,25}%.com Match any URL th...

+Add to search template

Add Import Export Cancel

6 Faces sets &%

Faces sets #@FRH T Tld. UANCERBEHDEEEZ —ERREIT DI ENTETT.

Text Keywordlists Hashsets RegExp Hex Hex lists Y Find text... AV

Select faces set (1) v Faces sets (2)

v Advanced settings (3)

Minimal similarity @) 1%

Faces sets 3RS T Tld. ERDKS(CDfaces set &R T 4 — /A E@Face library BIEERARSY > . €LTO
Advanced settings(l@&AT> 3 > )REREINTLET,
Advanced settings FIM Minimal similarity Tld. {&ZRIWIROEEEE EDFEUE (%) =T DENTETY,
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6-1. Face library OEMA5E

1. [Face sets]Z27Uw L. Face library ZEHI S
2. [+Add set]ZzoUwv oL, FRDYR hEZEMT D

H Text Keywordlists Hashsets RegExp Hex Hex lists Y Find text... ARl >> Detais
_i-‘?
| Select face set ~ I Face sets

o1 w Advanced settings

| Mew set (1) |

No faces No information

~* Add images

Save Load Close

3. [Add images]Z=o Vv O UTEBREEZEININT D

Face library

Face sets
New set
New set (1) 4

Face Name =

~
20230221-030152008065_2184.png E

ai_model_09.png
Face set [5] New set (1)
Name 20230221-03015200...
Added 2023/02/2112:03:00

Age 20
Sex Female

model_2.png Race White
Emotion Neutral

Source file 20230221-03015200...

E

Save Load Close

model_4.png

+ Add set
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4.

] New set
New set (1) 4
20230221-030152008065_2184.png

(PCyberDefense

COFFRERI BHAF. REMRICULEWIRXRDHCFTVIZEANT[Search]Z2oVUYTI S

Face library X

) ~

ai_model_09.png
Face set New set (1)
Name 20230221-03015200...
Added 2023/02/21 12:03:00
Age 20
Sex Female
model_2.png Race White
Emotion Neutral
Source file 20230221-03015200..,
+ Add set ¢ Add images v
Save Load Close
7 Hex &3
Text Keyword lists Hashsets RegExp Faces sets Hex lists V Find text... Ll
Enter hex sequence (@) |
w  Advanced settings @
Search in
' X ’ - @’
File content  All files @ ~  Max number of matches within a file 10 &k

Hex MRS T Tld. ERDED(COHex(16 EE) A T+ — L E@Advanced settings(BREAT> 3 )W HE
SNTWET,

Advanced settings Tld. ERIO'~Q'DATS 3> ZREIT D ET. BRBEMFRORREFZ 1 - BETH
BIDIENTEETY . AT 3> A1 — DR Text IRFHEEY T EARDIZHEBRLE T

ABNT A —A(C Hex(16 EE)ZAN T BIR(G. TRIOKXSICERULEFT .
TEIE. HlEUTZIP D7 AILDSIXRF v [50 4B 03 04 ZHRFELIEEDTI .
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Text Keywordlists Hashsets RegExp Facesets gl Hex lists Y Find text... IR AN > [
%0500 | ——
w Advanced settings =+ Add to search template
Searchin
File content  All files w  Max number of matches withina fle 10w
i O ~  Source Type v Values ~  Description
= il baseline.zip i Mrchive fle 'ZIP* 1] 504B03... Offset: 0 U} PREIICI000000ODE "
Offset: ! 91(BIEEE324{E41O}
Offset: OVNCOD2/,1A2D8 [
Offset: ¥D2F2D31C0FaIE:
. Offset: DQBFESa3hh, CDO
T 4 D92A192E-036C-4E2... |2 Archive file "ZIP lia] 5048 03... Offset: 0 i PREIEIC0000000100C
o]
a = # receipt.0.cdt & Archive file "ZIP" @ 50 4B 03 ... Offeet: ' BREIEIC 00 00000000 C
B
5 Offset: % 000000 C1000000d
z { 0ASDCDDZ-926D-483... | E Archive fle "ZIP" [ 504603... Offset: 0 1 BREIEICI000000 0100 4
= __ 5§
B ¢ 9726B125-F46C-4A78... 2 Archive file "ZIP" i) 5048 03... Offset: 0 i PREIEIO000000 100+ "
]
— ¢ 6.data 2 Archive fle "ZIP" 7] 504B03.. Offset: 0 i PREIGICI00 0000 CI00A
8 Hex lists #&3&
Text Keywordlists Hash sets RegExp Facessets Hex Qg ]r Find text... W
Select hex lists @ ~ | Hexlists@
w  Advanced settings Q)
Search in
y X @’ . 7
File content  All files “  Max number of matches within a file for every hex sequence 10w @

Hex lists 2RI T, ERIDKS(CDHex lists :#RT A+ — A E@Hex lists fREBERERMY> . TL TG
Advanced settings((8&A > 3> )M ERSINTWVET,

Advanced settings Tld. LRO'~Q'DATS I HRKEI DT LT, BREMNRORRERE 1 - BEETH
BIDTENTRETT . ATS 3> AT 2 —DOfFFHS Text IREBMEESY T EEHRDIZHERRLET .
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8-1. Hex lists MiEhN

1. [Hex lists/R5>%& 2w LT, Hex manager ZEMAI D

WCyberDefense

e ttin

ts  Hash sets

RegExp Face sets

Hex list ~
[7] Archives
(] Audio
G Images
(] video

Enter a new list name

? Find text...

Hex sequences
00000078

1F 8B

37 FABC AF 27 1C

AlEMSZHF 442,

4D 53 12 416 00 00 00 0O
5046 0304

50 48 0708

52617221 1A 0700
52617221 1A070100
60 EA

FD 37 7A 58 5A 00

Description
Archive file "DAR™
Archive file "GZip”
Archive file "72"
Archive file "AB™
Archive file "CAB™
Archive file "ZIP"
Archive file "ZIP"
Archive file "RAR"™
Archive file "RAR"™
Archive file "AR1"
Archive file "XZ"

Close

2. [+Enter a new list name]Zzo Vv 2oL T, FRDOUANEZANTD

Hex list
E| Archives
D Audio
[] 1mages
EI Video

I 4+ Enter a new list name I

111
=

Hex seguences

00 0000 78

1F 8B

37 FTABC AF 27 1C

A14E44529F 4944 2.
4D 53 43 496 0000 00 0f

50 46 0304
50 4B 07 08

3. [Enter new value]Zz2Uw 2 ULT. Add multiple values ZEHI D
4., ANTA—AIC 16 EEZEANDLUT. OKIRF>ZEZIUWIT D
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5.

6.

(l?CyberDefense

+ Enter a new list name

@ e
Hex list ~ 3 Hex sequences Description
(] Arcives
D Audio i
Add multiple values
D Images
D Video Enter values (one per line)
Gbest 00 00 00 0C 64 50 20 20 |

16&EHEAD

»

NORBZHTCRERITAIAUPIERREINET . ROFPAA>EDI) w33 E, Description(5iBE)Z AT

I2TA—LPWTRENET

Enter new value

Hex sequences Description
00 00 00 0C 6A 50 20 20 ]|
Enter new value
ﬂ Hex sequences Description
00 0000 0C &6A 50 20 20 test description

CDFEFRREITDHEF. BREMRICUEWIR MDHFTYIZEANT[Search]2T' )Y T3S

Hex manager

[m] Hex list ~ =
O D Archives
O (7] Audio
O (7] tmagss
1] \"idso
I (4 test I

=+ Enter a new list name

Hex sequences Description
000000 0C 6A 50 20 20

Enter new value

%

Close
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hi#X

470 eRET B EE

Ver. 1.0

20234 02H27H | FIRFEIT
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