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2.1

Cloud Extractor Zii2&1L. [New extraction]&oUwv o933

Cloud Extractor - 10.1.0.250

Data extraction from cloud services
L

o ey n——

New extraction
Start new extraction from cloud services

Import credentials package

Import credentials file generated by Oxygen Forensic@® products

Oxygen Forensic®

Search for credentials on the target computer
Add Oxygen Forensic® KeyScout to removable media

Decrypt WhatsApp backup files

Decrypt WhatsApp backup from SD-card or internal memory of an Android device
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[Owner name]lcfASh D&EFIZEANDL. [Next]EIVUYVITS

—
@ Oxygen Forensic® Cloud Extractor - 10.1.0.250
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Oxyyen Forensic®

Account owner
Fill in the information about the account owner and the case

Extraction alias

Owner name
Kana Tanashi|
wher ermal

Inspector
]
Owner phone number Case
\ | I]
Evidence number Place

Add phote

Incident number

Hash algorithm

‘ |Do not hash OCB backup

Cloud backups folder

‘C:Wsers‘_’Documents‘{C\o

Back Cancel

=00

2.3 FPITU—EhHS[WhatsApp iCloud Backup]Zi#iRL. [Add credentials]&%

Vyvo93

@ NGCN NN ONOR A - N —
&K O & B
WhatsApp QR WhatsApp WhatsApp WhatsApp
Multi-device Cloud Google Backup) iCloud Backup
Oxygen Forensic®
Select all Add credentials
——
e o o Back HNext Cancel
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SREERY TP ITHRRENBDT. iCloud DREEEEHREADUT[Apply]Eo

Uwo93
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WhatsApp QR

n Forensic®

COUO9OTOW

®© & B

WhatsApp WhatsApp WhatsApp

Authentication parameters

WhatsApp iCloud Backup

Username/Password  Token  Proxy
Username
icloud.com ‘
Password
|

Close

)

2000 =

whatsapp B

Add credentials

[Check iOS device connection] ORY I’ P Y IHRERENBIH, RFIFET

(X[Skip]2o Vv DITD
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+ Oxygen Forensic® Cloud Extractor - 10.1.0.250 = [m] X
8 Services Credentials Validated
u icond. ’
@ [ whatspp iCloud Backup e © o
Gi\dd cloud service...
) Check i0S device connection
Oxyyen Forensic® WhatsApp iCloud Backup
WhatsApp iCloud Backup service needs some additional
actions:
= Prepare any jailbroken device with i05 12.3 or later for
connection.
» Launch OxyAgent app on the device.
# Type the host and port from the app.
« Click the "Connect” button.
Don't close the OxyAgent app or lock the device screen
till the end of extraction!
Read installation instructions
IP address or hostname Port
[le.o. 192.168.4.151 \
pee fose
= &) BT - |
— B Canre
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WhatsApp iCloud Backup service needs some additional
a 1 .

I, Warning

You can skip this step and authenticate via old
protocel but it can be not stable and may not work
with all iCloud services. Do you want to continue?

DU

IF address or hostname Port
| e.q. 192.168.4.151 || ss00 |

2.6 AN—BRIA>ZAWEFREIAEDNIRETNSDT. [Send verification code to

trusted devicel Z29Uv 093 (COER. AN¥—bIA>30v O%ZFEFUEIR

EBTFxlCTABREZWY)

iCloud

This account is protected with two-factor authentication.
Please choose how you want to receive the verification code.

— Send verification code to trusted device
The verification code will be sent to all trusted devices. Tap Allow on the screen to
receive your verification code,

—> Use the code generator on trusted device
Go to Settings > [Username], Tap Password 8 Security » Get Verification Code,

Foutll

2.7 AY—bIAIC verification code HRY TP v I TRERESNB3DT. Cloud
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Extractor DRV I PV IICAHAULT[OK]ZIVUYITS

iCloud

9: Enter received code in the field below.

ent to: trusted device,

(l?CyberDefense

\|E(CRINTT 95 &, Validated [CIERDFTYIDMIK DT[Next]Z2IUY

993

Cloud Extractor - 10.1.0.250
8 Services Credentials

Usernam: com
Password|

[] WhatsApp iCloud Backup

[ Add doud service...

Oxygen Forensic®

Validated

i e
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>

Services

whatsapp icloud Backup - [z cloud.com

Oxygen Forensic®

flL
it}

Back

00

Categories

ﬁ Other files

Next Cancel

2.10 #EHFEEENS. BT URS[Next]Z2OUYITS
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@ Oxygen Forensic® Cloud Extractor - 10.1.0.250

Data extraction from cloud services

Data extraction completed

2 [ whatsagp Cloud Backup JENGicloud.com

100%

Oxvgen Forensic®

Completed

o
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3.1 [Services decryption] EIHICEETSD. Frv b EESITIIHEAE. [Get

security code]&®OUv 093

=
@ Oxygen Forensic® Cloud Extractor - 10.1.0250

Services decryption
Decrypt encrypted data from services below

Encrypted services @ Phone number Confirmation code

WhatsApp iCloud Backup —-> [ ] 8— @ Decryption via security code

Oxygen Forensic®

Please review the WhatsApp data extraction manual

Get security code I

Status

Cancel

3.2  [Authentication parameters] RY I 7Y IORERRENBDT. SEIZ[SMS]
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ZEIRUT[Applyl2OP UV DTS

DECTyPT ETCryPIET Tata TG SETVIeES DETGw

Encrypted services @ Phone number Confirmation code

k&) Decryption via security

Authentication parameters

WhatsApp iCloud Backup (+81_

You have to select authentication type
After each code est, you will have to wait some time before requesting the
cod the same phone number. The more atternpts, the more you will have

eful, requesting the code to the same phone number too many times can
getting the ban from the server.

Authentication types

O sms

O Phone call

Apply Close

Please review the WhatsApp data extraction manual

3.3 AN¥—bRIAIC SMS TEF21UF v I—RHELSDT. Cloud Extractor ®
[Enter the security code here]Z92Uv2oU. E¥1UFrI—KRZAALT

[Decrypt]Zo UV IOTS

services below

® Phone number Confirmation code Status

ip -> a 8— @ Enter the security code here
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Services decryption

Decrypt encrypted data from services below

Encrypted services @ Phone number Confirmation code

wnatsapp icious sockup Y @ o

©5

Oxyuen Forensic®

Please review the WhatsApp data extraction manual

Get security code Ents

Status

Cancel
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4.1 [Extraction finished ! | EEICEBURZS. [Next]Z2OUvVITS

Extraction finished!

Data is successfully extracted from the Cloud

Extraction ID: FFR0DB22D15C4E9783247DBB68591E3
Account owner: Kana Tanashi
Extraction duration: 00:00:03
Total size: 2.36 MB

Oxygen Forensic® Cloud services Extraction summary
whatsapp icloud Backup -  EZcloud.com > ﬁ Other files - 15

=@0 | -

4.2 [Open extracted data in Oxygen Forensic Detective]&2Uv oL, 7—

EAVR—FTS

Open extracted data in Oxygen Forensic® Detective

View and analyze extracted data

O

in® Show OCB backup
Oxygen Forensic O Open destination folder

New extraction
Start new extraction from cloud services

= 0 o Back Close
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“Y WhatsApp Messenger - Clo... *

(i b Extraction info Export - Reset filters @ View -

w Categories
vICk)I.Id.OoITI (Wh.. 10 & (]
~ Encrypted bases RN . | 3
PRy —— i :
iy BackedUpKeyValue.s... 1 (] [~]

b ChatStorage.sqlite.enc 1
b current_wallpaper.jp... 1
b Ranking.sglite.enc 1

“h Sticker.sqglite.enc 1

b UserDefaults.plist.enc 1

v o I 4
~ Chats 4

~ Private 4
LRI 4

Q/ ~ g ¥ Remote party

8

8
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Geo data - Translations -

% WhatsApp Messenger KB N Files Contacts Chats  Timeline  Sodal Graph

~ Remote party name Time stamp "'I'Dl"ro-

TEHARTA
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2018/07/24 14:50:02 (UTC+8)
2018/07/24 14:49:51 (UTC+5)

(07/24 14:49:14 (UTC+9)
0724 14:42:45 (UTC+9)
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