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https://www.oxygen-forensic.com/uploads/doc_guide/How_to_extract_data_from_devices_based_on_Qualcomm_chipsets_via_EDL_mode.pdf
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1.

Customers page [C7OtTR L. OJ1>LTLIEEWL

OKYGEN FORENSIC® DETECTIVE

\J Helping good people make this world safer

Customers page

Dear customer,

service.

You're about to access the Customers Area. To enter the Customers Area, you will need to enter your SaleID into the window below. You will find your
SalelD in your registration email received from us. If you do not know your SalelD or experience a problem legging in, please contact our customer support

SalelD:
Login

WCyberDefense

[Oxygen Forensic Custom Recovery and Bootloaders downloads: ] (DIEE(C I Qualcomm EDL pack]

PHBDEITDOT. [Download|ZT7Uw I LTLIEELY

Oxygen Forensic Viewer (64 bit)

for OFB\OCB files 201MB

Package type
Samsung - Europe and International
pack
Compatible devices

Samsung - Asia and Pacific pack
Compatible devices

Samsung - Morth America pack
Compatible devices

Samsung - Latin and South America pack
Compatible devices

Samsung - Legacy pack
Compatible devices

Motorola pack
Compatible devices

Qualcomm EDL pack
Compatible devices

Spreadtrum pack
Compatible devices

11.6.7.52

Size

1.41Gb

1.55Gb

1.86Gb

171Mb

400Mb

57Mb

21Mb

8Mb

22 September 2020

Release date

17 April 2019

07 June 2017

07 June 2018

07 June 2017

17 April 2019

26 October 2017

05 December
2019

05 December
2019

Oxygen Forensic Custom Recovery and Bootloaders downloads:

Download

[Doviond |
(Downioad )
[Downioad ]
[Downioad ]
[Dowrioad |
(Downioad |

wnload

| Download |

Download

A9> 00— RUfe TQualcommEDL_Image_pack.exel Z#EITU. A1 >AM—ILERETIEBTLES
W BFBR, /XM= JLERBIRT DEHENARRESNEIDCT. UTFEERDIGESHMEELTLIZE0N,

C:¥Program Files (x86)¥0xygen Forensics¥QualcommEDL_Image_pack
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Select Destination Location ‘
Where should Oxygen QualcommEDL Image Pack be installed? C

Setup will install Oxygen QualcommEDL Image Pack into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

Z:¥Program Files (x86)¥Oxygen Furens'\c5¥Qua|commEDLﬁ]mageﬁpack Browse...

At least 109.1 MB of free disk space is required.

e e

[FIAZARSAINDA >R h=ILD« T — ROBIE] NEBULBEER. 1> X M—=SDIERICHEDT
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THRAA ESTRO1 AR =)L 2 - DG

g g

SO = BT LDt =8 7 A A RSP RE R DI
SEGUILIIF B BECLAR-LLE,

FHTTROL. DRA DL TS,

fll

FI\ A RzREBETE T ZEL

PC &EF/I\A R&ERET—TJILTERELTIZEN

F)\ARITT TUSB TN\ I D] | ZRDHDT7S— MHEFEITOT. [FFal]ZBIRL T IZEN
FINARAIRZ—vzHE [FEHIDT/INAR] (CT/INARNTRRSN TN EEER LT IEE0

I 7otyy
H ®-57) 7R
v i K-k (COM & LPT)
# RIM Virtual Serial Port v2 (COM4)
é RIM Virtual Serial Port v2 (COM5)
v K7 @ro7r Mz
B4 QHSUSB_BULK
NIREZDEDDNAYTAVYT TIMA
Bl AEY 7209 FIMA
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9. 8THERUIET/I\AREHIVUYOL. TONF1ZRRUET

10. RSAN-BTZHE. [RSIAN-DEF]ZOUVILET

11. [O2Ea1—9Z8BUTRSA/N\—= VI NII7EERZEOUVIUET
12. Oxygen @I A )LFAICEHD Android TAILFZIBELET

Oxygen v12 C:¥Program Files¥Oxygen Forensics¥Oxygen Forensic
Detective¥OFD12¥Extractor¥Drivers¥Android

Oxygen v13 C:¥Program Files¥Oxygen Forensics¥Oxygen Forensic

Detective¥Extractor¥Drivers¥Android

3 EDLE—RADUIDEX

EDL E— RADYIDBERFEICE 5 DDFFTENSDET . COBETREFEZEDUDEXFIRZHRBLET.

EDLE-FAODINEX:
V221 P03 : adb, fastboot, phone keys.
M=k PEIE: EDL 7)1 (BB Xiaomi =)L), EDia—h

3-1. ADB Z{ERY 5%

1. F)I\ARZEBETETIRE

PC &7 /A AZ#EHEL TLIZE W, U—TILFBEFERAL TV EDTHEWELEA

FIA T TUSB TN\ DFR]| ZRDD7S— MIHFETOT, [Fa]EBRL T IZE
PCAITON> RTJOT MREDST—ZF)ILZ2ME, FTaDINY RZEFRITL TSN, kIhTdET

> WnN

A ADEENEELUET .

adb reboot edl

5. R—bh—RBICT/ A ZIMBIMESNTND T &R L T EEW

v @ =k (COM & LPT)
Intel ive Man nt Technol - SOL (COM3)
ﬁ Qualcomm HS-USB QDLoader 9008 (COM6)
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3-2. fastboot Z{EAY B 5E

1. F)\ARDOER=ZYOFT
2. B=ERY>(+)and BFENY>TEREIL T ZEL)
3. [fastboot Mode !!! long press power key to restart system] &R RSNDIBEHERL TS EEWN

Fastboot Mode 111
Jong press pover key to restart systen

android

4. PCRITON>RIODT MREDY—ZFI)LZHE. TELDOOAYY REEITLTLESWN

adb devices

fastboot devices

5. UFDOXSECRFSNTVDIDEREZL T IZE0N,
CNUICEKD ., T/INA AN SN TVDI DO ZHERHRE T,

PS C:\Users\ > adb devices

List of devices attached
* daemon not running. starting it now on port 5037 =*

* daemon started successfully =*

PS C:\Users)\ > fastboot devices
FEAZCYO3POUS fastboot

6. PCHITOY> RO FMAEDSY—ZF)LERSE., FiEDIAYY REFEITLTLEELY,

ZNUCKD., EDLE— RICAD T ENHEZFT.

fastboot oem edl|
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1. F)I\AZADOER=VDET

2. PCICUSBZT—JILZ#EHELTLIZEW, USBI—TILICE. T/\A A ZFIZTHEHE LRNT S IZE)
3. TIARDBERY>D(+)E(-)ERBFHTIHURNS, USB & —TILICHEHEL T ZE0)

4. 3~5BEEFTERIERUGITTIIZE

5. EDLE—RCANTULWNIE, EEHIEEUET

3-4. EDL—J )\ 2 ERT 35

1. T/ ARDERERZDET
2. PCICEDLT =D &fEHRLUT<IZEW. EDLT—TILICE, T/\A REFEEHELRNT LS
3. EDLT—=JILDRG 2R U5, T/ARITEELTIIZEWN

3-5. E>>3—heERAYIAE

O COFEFIEFHIROBEMINIFEZEL CLWBSABEITOEDTY
1. FI)IAROEREETDFET
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PC(CUSBT—JIL&EERLTLIEEV, USBHT—TJ)LICIE. TINAREFEERLLBVNTLIEE0)
FAMRA > bR\ —DAVRETIR., Bi&(Sa— MNTETLEEL
4 DIRREDEE., USB T —JILET)\A RICEHRL TS IEE0N

o un A 0w

PCHAITT/I\A RAYRZ—v&EEE, /R— MNMC—EI(C TQualcomm:-| WMEIESN TR E&ER LT
<TEEV\, EE(SEINESNTULWNUE. EDL E— RADYIDEZ (IKRINTT ., 4. TRIESETCWWES v >
IN=TJA4V(IHUTRIESDEEA

4 EDL ®— RTOYIEHhH

1. Oxygen Forensic Extractor &2 L T < 20
2. TAndroid extractions] ®HdD[Qualcomm EDL dump]Z2oJw oL TLIZEW

Oxygen Forensic® Extractor
S ADI Py IBA TR (TR A T BRL TS \

2_ iOS extractions

@ iTunes backup i0S Advanced extraction Logical file structure

Android extractions

Android physical (via ADB) Android backup (via ADB) Android OxyAgent extraction
Android manual OxyAgent extraction Android OxyAgent over WiFi extraction Android logical file system

MTK Android dump LG Android dump Spreadtrum Android dump Samsung Android dump

Samsung Exynos dump Motorola Android dump | Qualcomm EDL dump JHuawei Android dump

Sony MTK Android dump

Drone extractions
DJI drone dump

Other extractions

JioPhone MTP Memory card dump UICC

3. [LEEFREERLELEL] (CFTyIZAN. [Next >120UyILTLEEN

Oxygen Forensic® Extractor i
v

EDUEREOE M

SER: EDLE - FAD VS WML F BN b, RIS DTN S0 T,
Extraction WizardT{37 ) AREDLE - KCYMBAB LA TERYA;
EALTYIMBL A TROOMEET S,

EDLE-FAQYINEX:
Y2170 adb, fastboot, phone keys.
N=Fo1PEHR: EOL =) (B Xaomi =)L), EoOva—t

FIAANE L ZBENTODFERZ2L TSN

VERARMSTBHIC. Qualcomm USB 1545 B UAM-ENTOT,

T 274 =T ECRTENTOIBERBLTEE e K- M2IVIUC
"HS-USB QDLoader 9008" ##:(3 "QHUSB_Buk" D#RBHTRTENET,

* Hardware keys can be extracted from the devices based on the
following chipsets: MSM8909, MSM8916, MSM8917, MSM8937,
MSMB8939, MSMB8940, MSM8952, MSM8953.

< Back I Next > I Cancel
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[Select EDL bootloader | BIE T, £ LD&ZTRAY IR CEFTIVEGEETFvVvIY FOBESEASI U,

BTEFFEDIFVIY hEF/INAREERU. [Connect]Z T Uw O L TLIESL)

Oxygen Forensic® Extractor

Qualcomm EDL connection

\

MM 8916 % |1 5205070 [ Cear |

Select EDL bootloader

Choose device

Lenovo Phab MSM8916 A
¥Default¥prog_emmc_firehose_8916_lenovo_pb1-750p.mbn
LYF Wind 1

MSM 8916
¥Default¥prog_emmc_firehose_8916_lyf_wind-1.mbn

enFone 2 Lazer MSM 8916

¥prog_emmc_firehose_8916_a:

Asus ZenFone Go M5M 8916
¥other¥prog_emmc_firehose_8916_asus.mbn

Coolpad F1 plus MSM 8916
¥other¥prog_emmc_firehose_8916_cool.mbn

Coolpad Fance MSM 8916
¥other¥prog_emmc_firehose_8916_cool.mbn

Coolpad Fancy Pro MSM 8916
¥other¥prog_emmc_firehose_8916_cool, mbn

1f your device is not found in this list try automatic connection
or use your firehose file.

< Back Cancel

[ER(CERMERITZEE E TROX S HERNFRSNET.

LTS EE0

ZTDFFH[Extract]’2aoUw I L. #EZRH

wEHENET A2

Oxygen Forensic® Extractor

\

Connected!

7RAZFER CEEShILE!
Device information
Model: ‘ Qualcomm HS-USE QDLoader 9008

SIN: | AD_SCD4AA342C01
- Hardware Revision: | N/A

Software Revision: | N/A

Extraction options
P FET -AOFTFEERRL TSN,
C:¥Users¥minAd¥Documents¥Oxygen Forensics¥Backups¥2020-10-29 06-43-53 AD_...¥ [

Cancel

(KRB UESBEE. IEUL EDL E— RICHIDBZ SN TV EBHERL TS

EDL E— ROUIDEZIN EFSOARVBEER, BIOYIDEXSEESRLES0
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MSM 8909

MSM 8916

MSM 8917

MSM 8939

MSM 8952

MSM 8929

MSM 8936

MSM 8937

MSM 8940

MSM 8953

MSM 8974

MSM 8976

MSM 8992

MSM 8994

MSM 8996

MSM 8x10

MSM 8x26
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Acer LIQUID Z330

Alcatel Idol 4

ZenPad

ZenFone Go

ZenFone 2 Laser

ZenFone 4 Max Pro

ZenFone 4 Max

ZenFone 4 Selfie

ZenPad 8.0

Asus
ZenFone 3 Laser

ZenFone 3 Max

ZenFone Max

ZenFone 3 Deluxe

ZenFone 3

ZenFone 4 Selfie Pro

ZenFone AR

Y6

Huawei
Nexus 6P

Yoga Tab 3

Tab 4 10 Plus

Lenovo Tab 4 8 Plus

Phab 2 Pro

Yoga Tab 3 Plus

Oppo R11s

Wiko Tommy

Axon 7 mini

ZTE Axon Pro

Axon 7
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