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2 Cloud it B1csbDSAF TR TEDIER
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Authentication parameters *

GroupMe
g Username/Fassword Token Proxy

Log in with
GroupMe e

Usarname or phone number in nternational format (e.g. +1703"=""=23)

Password

Close
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FEERIE, B1& LT [GroupMe | (EREFEEKEIEZEH L CUL\EIHN ACEUATOE—EXNERROAEETO
JA>EIREC T,

GroupMe / Ring / Airbnb / Amazon Shopping / BlaBlaCar / Booking.com / Box / DJI Cloud / Dropbox /
Evernote / Facebook /Firefox Brower / Firefox Lockwise / Fitbit / Google Android Cloud Data / Google
Bookmarks / Google Calendars / Google Chrome / Google Contacts / Google Drive / Google Fit / Google
Home / Google Keep / Google Location History / Google Mail / Google My Activity / Google Photos /
Google Tasks / iCloud iTunes Store / Instagram / JioCloud / LINE / Line Google Backup / Line Keep /
LinkedIn / Mail(IMAP) / Mi Cloud Data / My Parrot Cloud / OKCupid / OneDrive / Outlook Calendar /
Outlook Mail / Outlook People / QQ Mail / Skype / SkyPixel / Slack / Swarm(Foursquare) / Telegram /
Telegram Passport / Tinder / Twitter / Uber / Viber Google Backup / VIPole / VKnotokte / WhatsApp

Google Backup / Wickr Me / Windows Phone Cloud Data / Zoom

2.2.2 ZFSPESREIE(2FA)
© I—YaFEEEFESE) RO—-REANUET

@ A& UTORFEENTRSH. 2FA DTEFGERUET

Authentication parameters A

@ WhatsApp Cloud (IR

Authentication types
®sms

(O Phone call
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FEEEE H1ELT TWhatsApp Cloud] 0 2FA ZKEEZ#8E L CL\EIH 2FA DERIRIFH —EXICK

DTERDFEY., MTEUTOY—EXN 2FA TOU1>HJRET T,

WhatsApp Cloud (SMS H*Phone call) / Amazon Alexa(capture A7) / Amazon Photos(capture AJ3) /
Discord(capture 3#&R) / JioChat(SMS)/ Samsung Cloud Backup(SMS h Backup code /" Trusted device)
/ Samsung Cloud Data(SMS h* Backup code H* Trusted device) / Samsung Health(SMS /H* Backup code

M Trusted device) / TamTam(SMS) / TikTok(capture / CULDE—R%(38HB) / Yandex Taxi(SMS)

2.2.3JB &7 ) A ABBINES
O I—YEFEEFEESE) RT-REAHDLEFT
@ AJHE. LITFOHREENFRINET . /WMFsbD [jailbroken device with i0S12.3 or later] &EA
ESNTUVVDDT, COP—EINSFT—FtEToI5E(d IB BT/ \A AN E(TIRDFET,

% FHECDWTIE 13, IBFT/) A ZANSD050 R—Hit - R] #ZELEEL

Check i0S device connection

. Apple Health

Apple Health service needs some additional actions

Don't dose the OxyAgent app or lock the device screen
till the end of extraction!

Read more

1P address or hostname Port

Skip Close

FEeE #1EUT [Apple Health] NDEEFEBEE B L CLEIH MTELLTFOY—EXNERKIC IB iF

T) A R BELEFT.
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Apple Health / Apple Maps / iCloud Applications / iCloud Calendars / iCloud Call History / iCloud Contacts
/ iCloud Drive / iCloud Keychain / iCloud Notes / iCloud Photo Stream / iCloud Photos / iCloud Safari

Bookmarks / iCloud Safari History / Viber iCloud Backup / WhatsApp iCloud Backup

2.2.4 DAt

BTG EERCHTIFESIAN W —EXTH D KDBSEDTENNELRDIZEEHD. A4DY—EX(C
FOTHEFETHESHERDFT, HIELT 27/ A DWMEIRZED, Tor DIERNE/MZSREN DD

F9.

Huawei Cloud Backup / iCloud Backup(2 5/ \-f ZiAE) /IMO / SecMail(Tor Z{#HT 2%EHD) / Viber

Cloud / WhatsApp QR

3 IBET) A RADSDI5Y RF—Fiti~ R
3.1 RSt

- IBEDT) A RZFE

- OpenSSH FIFA]

- iCloud 770> b&) X RDO— REAR

IB ZTD5EIFKLZ HBD T, checkraln (for Mac)t? chimera &MU —Y—) LZ2ER U TERICT) 1

ADIBZEATOTLIZEN N,

3.2 OxyAgent & JB ET/)HARICA A MIVTS
@ Oxygen Forensic Detective -1 > X h—)LENTL\B PC &7/ A RZRUAY ND—DI1TER I D

@ F)HZADIP 7 RLREAETSD
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® [install_agent.bat] Z57ILO w93
A >R M=V IO S AN BEESNTVDIG

C:¥Program Files¥Oxygen Forensics¥Oxygen Forensic Detective¥OFEC¥iCloud

» PC > Windows (C:) *» Program Files > Oxygen Forensics > Oxygen Forensic Detective » OFEC * iCloud v
~ O & ’ EE T 4%
e SO GENOXyRG D 201 K8
L garstolbagentoat_____ | | dons 11777 @
plink.exe U DESTEW, 585 KB
E‘E’ pscp.exe F17 10:51 PP LESEV 592 KB
uninstall_agent.bat "7 10:51 Windows [\ F J7... KB

@ OX>RIOZT MNEEILIZS. @QTAEULZS/ A ADIP 7 RLRZEASILET.

ZOBs. ) RO—RZEERSNFIN T T4 MDIFEERFYT (Enter F—&FTF) LTIZS0

ER CHWINDOWSisystem32iomd exs

® F)HRITA A R—=JLUTZ OxyAgent Z#c&h LE T,

@ OxyAgent #EEIFRIES/ A AEEAECAANTIED TODIREN G DFT.
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3.3 JI3URP—-EXNST—HEHETS

© 152 RIT-RZANDLFET

Authentication parameters

. Apple Health

Username/Password Token  Froxy
!.bermme

Password

£Or

@ T\ Ml OxyAgent (CRRSNTULVS IP 77 RLAER— hNESZEEALUET
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@

Check 105 device connection

' Apple Health

Apple Health service needs some additional actions:

» Prepare any jailbroken device with i0S 12.3 or later for
connection.

= Launch OxyAgent app on the device.

» Type the host and port from the app.

» Click the "Connect" button.

Don't close the OxyAgent app or lock the device screen
till the end of extraction!

Read more

IP address or hostname Port

||r: g. 192.168.4.151 8859
Skip onnect Close

EHOSE T35 L. BOXFNRRSNET,

Read mare

IF address or hostname Port
Skip

P ——————

1 V4 The connection was established successfully! This 1

1 window will be closed in 3... ‘l

N N N NN S SN BN SN SN SN SN SN SN BN SN SN B S S S S S

)\ A Ah'S OxyAgent ZF >4 A R=ILT S
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[uninstall_agent.bat] =5 2)LoUwoU. IP 7 RLAZEAIIU. OxyAgent D771 A =)L

T T IDFTHFD.
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