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1 1>hO%59023>
1.1 ZOHA RICDWT
AH4 RTIE  [Oxygen Forensic® Detective (LA OFD &icak) | ZAALVDZ EICK DT, Windows

M5 checkm8 (C& 3 i0S DsmiE M E T D FIRS SUMERIRZSCEHLF I,

B, IREOSH 2022458 13 8i5S) : OFDv14.4.1.1 20224827 BUU—X) ORIU—

>3y hNEEE LU TLEY,

1.2 Oxygen @ checkm8 (&JIB U7\
Oxygen Tl [checkm8] EIFHINDRESSMEEFIFAL T, i0S 7/ A NS —FHitZiTD &N TEE
9, ZF/z. Oxygen Tl JailBreak(LAFF IB Lac#k) (HTVVERAMDTRLL CTHIAIAITE T,

I B ZTLVELES :

[checkraln] &UL\S checkm8 DAfESSIEZ=ED> T IB 923 7U—WY—)Uh\A >4 —%w b E(CABISNTLY
F9, macOS KU Linux DAHHR— hSNTULEY, (202241 A 19 HigR)

ZFJfz. checkm8 DifEESIHET. tethered Jailbreak (T 1B I, —BFHI(C IBURREIC T DHBM) %=
FIRLTLRIzsD, BiEd 3 &—IR IB DIRRE( IR R SN T,

1.3 M55\ ADHHEF

M) A AL FIEZHERS TS0,
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2 checkm8 ZALVE=I VAT b
iOS Advanced extraction @. i0S Checkm8 (& i0S full logical via checkm8 (& checkm8 ZFIFE L7z
EssiEZfA L. i0S 7/ A AW S0smEitZEMmUE T, miBmt CldaDEIN FEDIOS 7/

A CRIGERDEAIRDIMEZ T KT

2.1 checkm8 DA—=1—icH)
@ [Oxygen Forensic® Extractor] Zi#c&LZE3d. [iOS extractions] IEHDHHS. [i0OS Advanced

extraction] #2OUwoOULET

T'O Oxygen Forensic® Extractor v.14.4.1.1 e X
Oxygen Forensic® Extractor
Select a type of device backup or physical image kl

2_ i0S extractions

@ iTunes backupll iOS Advanced extractior] Logical file structure

Android extractions
Android physical (via ADB) Android backup (via ADB) Android OxyAgent extraction

Android manual OxyAgent extraction Android OxyAgent over WiFi extraction Android file system
MTK Android LG Android Spreadtrum Android Samsung Android Samsung Exynos
Motorola Android Qualcomm EDL  Huawei Kirin  Sony MTK Huawei Qualcomm APK Downgrade

LG Qualcomm

Drone extractions
DJI drone
@ Other extractions

KaiOS MTP MTK feature phone Memory card UICC

Cancel
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%T) A ZH¥ checkm8 [SHHIGL TULYRVWGEE, NI AIFRRSNEEA

% [0S checkm8] NI 125 EE5ZT Y I CERED DEFRA

BIZ(E, XTSRS XAV iPhoneSs 72& LT, iPad Pro di#(Cdrd [0S checkm8] KT~ % Uw L

[§S = ECSES ey
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e Oxygen Forensic® Device Extractor v2.3

&«

Oxygen Forensic®
Device Extractor

I m Devices

[2] Methods

{§} Settings

E Devices

( Apple ASX
i055.1-935

Apple iPhone 5s (A1453)

Apple A7
i0S12.2-12.55

Apple iPhone 5s (A1457)

Apple A7
i0S 12.2 - 12.5.5

Apple iPad (4th generation) (A1458)

Apple A6X
i05 6.0 - 10.3

Apple iPad (4th generation) (A1459)

Apple A6X
i0S6.0-10.3

Apple iPad (4th generation) (A1460)
Apple ABX

-

Total: 30565

iTunes backup iOS SSH

ilunes backup i0S SSH

i0OS checkm8

iTunes backup i0S checkm8

iTunes backup i0S SSH
iTunes backup i0:

(7]
(%]
%]

2]
v
5]

iTunes backup i0

Fel& AR [Methods] 22w oL,

NEY,

[i0S full logical via checkm81 Z2Uw o U Citcghd 2755680

© Oxygen Forensic ® Device Extrector V2.1

“ [ Devices

Oxygen Forensic®

Device Extractor 05 0Se
| [0 Devices
Apple iPad (3rd generation) (A1430)
[21 Methods Apple ASX
9 W05 5.1- 935
3 settings

Apple iPhane 55 (A1453)

Appie AT
WE122-1253

Apple iPhane 55 {A1457)
Appe AT
051221253

Apple iPad (4th generation) [A1458)
pple ABK
105 60 - 103

Apple iPad (4th generation) [A1459)
Apple ASK
0560103

Apple iPad (4th generatian) (41460}

#ppla AEX
10560 - 103

Total: 30490 Filtered: 143

(3 Devices
£ Methods

& Settings

@ Oxygen Forensic® Device Extractor v2.1

«

Oxygen Forensic®
Device Extractor

m Methods
All iOS Android Other

i0S

‘i‘lua% iTunes backup i 05 full logical via

checkm8

iTunes backup extraction

vulnerability.

Full logical extraction of iPhone filesystem
and keychain exploiting checkm8

i 05 full logical via SSH

Full logical extraction of iPhone filesystem
and keychain from an already jailbroken
device.
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2.2 R
@ THRO—&E LOTMENESIRL. W&/ A ZANH DT =R L—8 FTOTMEAD [Checkm8
acquisition] =2oUw O ULFET,

¥ j0S14.0-14.8 88D iPhone7. iPhone7 Plus FJz(& i0S14.0-15.4.1 #&#idD iPhone8. iPhone8 Plus.
iPhone X $&0ri0S15.0-15.4.1 {5EidithD5) f AHSHRODISS
BHFDAL > T ISNISERREZHERD L. T2 <IEE0N,

EASED WIS, ik 2.4 BASER 2SR IZE)

° Oxygen Forensic® Device Extractor v2.3

<«

; i0S full logical checkm8
Oxygen Forensic®

Device Extractor This method is designed for extracting data from i0S devices.
. Checkm8 acquisition is supported for:

E Devices . . . . . .
iPhone 7, iPhone 7 Plus, iPhone 8, iPhone 8 Plus, iPhone X i0S 13.0 - 1541
iPhone 65, iPhone 65 Plus, iPhone SE 1st gen i0512.1.4 - 1541
I [l Methods iPhone 55, iPhone &, iPhane 6 Plus, iPad Air 05122 -1255
iPad 7th gen i0S13.1 - 154.1
¥ settings iPad 6th gen i0S13.0 - 1541
iPad 5th gen 05124 -154.1

iPad Mini 4 05124 -148

o Make sure the latest version of iTunes @ is installed.
# The device must be fully charged.

! To successfully exploit the checkm8 vulnerability on iPhone 8, iPhone 8 Plus, iPhone X running i0OS
14.0-15.4.1 and other supported devices running iOS 15.0-15.4.1, please turn off the device screen
lock passcode. @

! SEP vulnerability that does not require turning off screen lock passcode could be exploited on
iPhone 7 and 7 Plus operated on i0OS 14.0-14.8.

Please do not change the screen lock passcode after exploiting the SEP vulnerability as it could
lead to disabling the device.

If this occurs the device can only be restored by reflashing itand the user data will be deleted. You
can change the screen lock passcode as soon as the extraction is over and the device has been
rebooted.

Path to the extraction:

‘ C:\Use_Oxygen Forensic =

Available space: 48.6 Gb

Checkm8 acquisition
Extract data exploiting checkm8 vulnerability
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@ WHRF) A X2 VP \JE—RICLET,

XUB)WE—-RNDADAIE T/ A RICKO>THFRRDFT

1" 13/ \UE— RADADSHRDSHL S :

FERT) A ZDEAID Thow to put in Recovery mode] Z220Uwo93E. UR/INUE—RADADSFDF
W FRRENET,

O T, iPhone5S. iPhone6. iPhone6 Plus. iPad Air DU/ \UE— ROADAEFRRSETLNET,

© Oxygen Forensic ® Device Extractorv2.3 — m} X

<«

i i0S full logical checkm8
Oxygen Forensic®

Device Extractor Device connection
i Connect i0S device in Recovery mode
m Devices o o
Please connect the device via USE cable and put it into Recovery mode.
m Methods iPhone &, iPhone 8 Plus, iPhone X 05130 -1541 (D) howto put in Recovery mode
iPhone 7, iPhone 7 Plus 05130 -1541 how to put in Recovery mode
iPhone &5, iPhone 65 Plus, iPhone SE 1stgen i0S 1214 - 1541 & T e R Tl et
&, Extraction iPhone 55, iPhone 6, iPhone 6 Plus iPad Air 105122 - 1255 put in Recovery mode
|Baa ’tﬁ gen 08131 - s ) g e
. iPad Gth gen bl
ﬁ} Seftings iPad Sth gen

Entering recovery mo® iPhone 55, iPhone 6, iPhone 6 Plus,
iPhone 65, iPhone 65 Plus, iPhone SE 1st gen, iPad Air, iPad
Mini 4, iPad 5th gen, iPad 6th gen, iPad 7th gen.

iPad Mini 4

Exploiting vulnerability
Please follow these steps for the switched on device:

1. Connect the device to the computer;

2. Press and hold both the Home and the top (or side) buttons at
the same time;

3. Keep holding them until you see the recovery mode screen.
iBoot and Kernel patchind b not release the buttons when you see the Apple logo. Wait until

Reading device paramet
Putting d

vice in DFU m

tion

ty exploitatio

Device rebooting you see the recovery mode screen.
rice

Connecting d

£all 1

To exit recovery mode, pl the steps b
Select data to extract 1. Disconnect the device from the computer;
2. Press and hold the Home and the top (or side) buttons until the

Unlock the d device is rebooted.

Data extraction
Keychain extraction
File system extraction

Calculating hash
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1% Jh)\UE—RADADSEH (iPhone5s. iPhone6. iPhone6 Plus. iPad Air DIZS)

1. 7)\(R% PC LIEHRLFET ) A RSB LITIRER)
2. BN EIR— LN A7 RRU UIEERICUET.

3. BEEAU/NN)—E—R(T2DF CRIRL UEITET.

Apple DOTHS) A ABE(ICFRRSN CEF RS (. BEEmAU/(U—E
— RCUIDBDDFTEDFHEERL LI T ESUN,

DA \UE— RZ2fR 358, UTOAFTYIZ2EmLEY !
1. 7/ R& PC DR LE S

2. BENY> EIR— LRI 7T ) A XN T — e 2FTRIRLLET,

® T/ \AZANWTEESN=C &&MERL.  [Start the extraction] #0Uw 2o ULZET,

@© Onygen Forensic ® Device Extractorva.3 - O X

<«
i i0S full logical checkm8

Oxygen Forensic®
Device Extractor

Device connection

. % Connect iOS device in Recovery mode
Devices . i . i
cted device: Apple Mobile Device (Recovery Mode) with A7 Chipset

vithods [ |

I &J Extraction Exploiting vulnerability

Settings

6
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® UIF5<TDE. LUTDORDERE DFU £E— RADYIDBRDIERIFTRSNE T,

BHFOTHEBDDFIRICE DT DFU E— RICHIDEXFT.

%DFU E—RNDADA(E T/ A RICKD> THRIZDD CEREDBEDFIFEEHER 120\,

° Oxygen Forensic ® Device Extractor va.3

Device Extractor
m Devices

[3] Methods

I .i, Extraction

4o} Settings

Oxygen Forensic®

; i0S full logical checkm8

Device connection

@ Connect iOS device in Recovery mode
Detected device: Apple Mobile Device (Recovery Mode) with A7 Chipset

Exploiting vulnerability
@ Reading device parameters
Putting device in DFU mode

Please connect the device via USB cable and put it into DFU mode.

To do so, please follow the steps below:

1. Connect the device to the computer;

2. Hold the Home button and the device's power button;

3. After 8 seconds, release the power button while continuing to hold the Home button
for another 8 seconds.

If the Apple logo appears on the screen, it means that the power button was held longer
than needed. Please try again.

4. If the DFU mode was entered successfully, the device screen would remain black.

If it is not black, the device has probably started loading in recovery, and not DFU mode.
Please try again.

If the device has booted into normal mode, please try following the same steps again
without entering the recovery mode.

Driver installation
Vulnerability exploitation
iBoot and Kernel patching
Device rebooting

USB cable reconnection

Connecting device

Copyright © 2021 Cyber Defense Institute, Inc. All Rights Reserved




WCyberDefanse

I® DFU E—RADADIEEHI (iPhone5s. iPhone6. iPhone6 Plus MDiBE)

A

K_r'

\_

. T)AREPC (HEGUIZEF

. BN > ER— LRI e R U UIeEFE(CLET

. RIRUUJzEFE 8 i, BRRY>ZHU. IR— LN AR UIZERFE(C

8 MFBREE Y,

Apple DOTN'T A REEICERENVHES. BERY>MNEERLOE T
SNEBEEKRLET. BEPOELTIEEU,

. DFU E— R(ICIERICANHZE, 7/ A RDBHEFBDFEFITIXDFET.

DFU E— ROSSHSND & LITOEEOR OROIBE(SEHFE T,

@© Oxygen Forensic ® Device Extractor v2.3 -

<«

i i0S full logical checkm8
Oxygen Forensic®

Device Extractor Device connection

& Connect iOS device in Recovery mode

Devices : . ; -
ted device: Apple Mobile Device (Recovery Mode) with A7 Chipset
Methods
Exploiting vulnerability
I &J Extraction @ Reading device parameters
& Putting device in DFU mode
Settings Driver installation

Select data to extract

nlock the devi

Data extraction

8
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@ [USB cable reconnection] hFries. —E7) A 2A%9 L. BEERUBELEY.
Ffz. DFU E—ROSBEFUET/ R L BEHAS O ISNDIeHFE CRIRLET.

© Cxygen Forensic ® Device Extractorva.3 - ] x

<«

£ i0S full logical checkm8
Oxygen Forensic®

Device Extractor Device connection
. ¥ Connect iOS device in Recovery mode
Devices ) i K i i
Detected device: Apple Mobile Device (Recovery Mode) with A7 Chipset
Methods
Exploiting vulnerability
Iil Extraction ¥ Reading device parameters
Putting device in DFU mode
Settings Driver installation

Vulnerability exploitation
iBoot and Kernel patching
Device rebooting

USB cable reconnection

FIROe080a

Disconnect the device from the USB cable, and then plug the cable back in.

Connecting device

Select data to extract

Unlock the device screen

Select data to be extracted

Data extraction
Keychain extraction
File system extraction

Calculating hash

BEOY OO FZE UIdh o Ia55 .

PUFOMRBEEAFRRSNT, BEEOY I0) X J— ROASZERDSNE T,

%) R O— RHAVERIMEE. #EAIL CTAN T D EFHED UF AL, 2070/ R O—REEHLCIANITDEST
—IMNRONDEIREAN S DFE T,

XEMEOOY JZF CEIRAIBEE. COFNEFERFY T LT L ZEL (Continue without unlocking screen

"IV IUED). TDIBES AT LI T7MILEFvE a1, BRUO—EDF—F 1T —>F—FDHNH4H SN
Fx9, (o3> [3. T—5DEL\] D [Continue without unlocking screen] Vv UISSZSIR)

9
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° Oxygen Forensic ® Device Extractor v2.3

Oxygen Forensic®
Device Extractor

m Devices

Ifl Methods

I .i, Extraction

{§} Settings

i i0S full logical checkm8

EXPIOITING VaIineraoiiTy

Reading device parameters
Putting device in DFU mode
Driver installation
Vulnerability exploitation
iBoot and Kernel patching
Device rebooting

USB cable reconnection

Connecting device

Select data to extract

k Unlock the device screen

Screen unlock is required.

If screen lock passcode is known, but cannot be entered on device you may use the field

below and click "Apply".

D It is not recommended to guess the passcode if it is unknown. Multiple incorrect

attempts may lead to data loss.

Passcode type: PIN (6 digits)

Apply

9 attempts remaining

Skip this step if the device cannot be unlocked. Only system files and cache will be

extracted, as well as some Keychain data.

ntinue without unlocking

Select data to be extracted

Data extraction

Keychain extraction
File system extraction

Copyright © 2021 Cyber Defense Institute, Inc. All Rights Reserved
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RN e ¥ 93 ¢& [Full extraction] & [Selective extraction] OHESEEXA— 1 —HFRSNET,

@ Oxygen Forensic® Device Extractorv2.3 - O x

«
; i0S full logical checkm8

Oxygen Forensic®
Device Extractor Device connection

@ Connect iOS device in Recovery mode

G Devices ) . . ) .
Detected device: Apple Mobile Device (Recovery Mode) with A7 Chipset

[71 Methods
Exploiting vulnerability

Reading device parameters
Putting device in DFU mode
Driver installation

&. Extraction

dod Settings
Vulnerability exploitation

iBoot and Kernel patching
Device rebooting
USB cable reconnection

Connecting device

Select data to extract

@ Unlock the device screen

passcode: N

&k Select data to be extracted

Full extraction Selective extraction

Data extraction
Keychain extraction
File system extraction
Calculating hash

11
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2.3 HintisehE

" FFODERC [Full extraction] Z0VUvoUIRES :
© WENFHESIND &/ —T> MIFTRSNEITD T, PEBNT TIDF CUESHFELZEWN

@ Oxygen Forensic ® Device Extractor v2.3 - [m} X

«
; iOS full logical checkm8

Oxygen Forensic®

Device Extractor @ Connect iOS device in Recovery mode

Detected device: Apple Mobile Device (Recovery Mode) with A7 Chipset

m Devices
Exploiting vulnerability

[f] Methods Reading device parameters
Putting device in DFU mode
Iil Extraction Driver installation
Vulnerability exploitation
iBoot and Kernel patching
Device rebooting

USB cable reconnection

{é} Settings

Connecting device

Select data to extract

@ Unlock the device screen

Passcode: NG

@ select data to be extracted - Full extraction

Data extraction

Keychain extraction
File system extraction (39.6 Mb of 7.3 Gb) - 0.5% I

In order to get as much data as possible, please ensure that device screen remains
unlocked throughout the entire process of extraction.

If device screen cannot be unlocked and passcode has not been entered since switching
the device on, only system files and cache will be extracted.

It is possible to extract user data if the screen was unlocked at least once after switching
the device on.

Calculating hash v

12
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[Open extracted datal Z#20UwoUZET,

o Ouygen Forensic ® Device Extractor v2.3

<L

Oxygen Forensic®
Device Extractor

G Devices
[fl Methods
.i, Extraction

@ Extraction results

{§} Settings

i i0S full logical checkm8

Extraction complete!

Device:

iOS full logical checkm8 extraction:

Extraction:

Keychain extraction:
Extracted:

Elapsed time:

iPhone
Success
Success
Success
7.8 Gb
00:24:09

Open extracted data
Open and analyze extracted data in Oxygen Forensic® Detective

Show extracted data
Show extracted data in folder

[Tmport] Z20VUw T35 &, fROEW) \—hERRSNZET 1 1BFED OFD ANDT—FDEDIAF (- Z7R— )

ERICFHETY,

W Import wizard - Termplate: Default
&y Bewien Extraction
1] Tnformation abaut extractian
{53 Genersl import settings

[E] selectve anaiysis

[4) Hested archives unzip

2 Advanced analytes

Q, search

Aol fle system tarball zofdar
[=) Summary

Default

75 Templaes

By p———

o x

Save template

© ) s

* (&] triiprae

(7Aool rotes

) Calendar

i, cals

1L Contacts

5 Fies

) Messages
o5 artfacts

) Repors

5] snasshots

9 ekt Data

o Faces

] ey Evdene
o
seath

%" Sodal Gragh

) Statstics

D) Tmekve

] Aookatons

=) o Maos

M Eventiog

Y, Accounts and Passwords

Virekss Comectrs 1

(O #ooe Messages
® dopie Phoms

Verson: 14.2.0.100  Tots exvacsons: 7

v theckm8

=i M7 174258

impart Apple filesystem tarballzip
1 coisersiilo. N -
-

Farsing fes: 98810 of 243182

13
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I FFODET C [Selective extraction] Vv IURS :

IV 3> 8RR NE T, LW\ T U —2 3> (CF T WO ANT [Start extraction |

&)y IUEY,
° Select applications to extract X

General Popular applications
LJ]Z Device info 127 Mb| |UJ .
LI} Phonebook 3.4 Mb LI Facebook Messenger 0.6 Mb
LI}d Messages 0.6 Mb |LJ 2 Telegram 0.1 Mb
LI} Event Log 04 Mb U
U Mail 3.7 Mb | Facebook 344 Mb
LI}* Voice Memos 02Mb U
L)% Safari Browser 169.6 Mb| |UJ
LI} Calendar 3.8Mb LI Gmail 13.8 Mb
LIl Apple Notes 6.8 Mb LI
LI Apple Maps 0.1Mb O
L0 Apple Wallet 04 Mb U
L1}* Apple Photos 72Mb U
LI Wireless Connections 6.7 Mb | Line 0.7 Mb
L™ Gallery 50Mb |OJ

O

= v

Start extraction

LABE(E.  [Full extraction | Z#ERUITSE EEMKOFIECTHILHNFHALE T,

14
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2.4 B#ASER
FIEIFRRSNDESEIR, BIRUA > TAR—2 3> X—DONSOEARERZ [ RICHETLET.
! To successfully exploit the checkm8 vulnerability on iPhone 8, iPhone 8 Plus, iPhone X running iOS

14.0-15.4.1 and other supported devices running iOS 15.0-15.4.1, please turn off the device screen
lock passcodg] (0

! SEP vulnerability that does not require turning off screen lock passcode could be exploited on
iPhone 7 and 7 Plus operated on iOS 14.0-14.8.
Please do not change the screen lock passcode after exploiting the SEP vulnerability as it could
lead to disabling the device.
If this occurs the device can only be restored by reflashing itand the user data will be deleted. You
can change the screen lock passcode as soon as the extraction is over and the device has been

rebooted. ‘

To successfully exploit the checkm8 vulnerability on iPhone 8, iPhone 8 Plus,
iPhone X running i0S 14.0-15.4.1 and other supported devices running iOS
15.0-15.4.1, please turn off the device screen lock passcode.

If you disable the screen lock by entering the password,

- Apple Pay cards will be deleted.

- it will not be possible to reset the Apple ID password by entering the
screen-lock password.

Details at oxyagen-forensic.com

[ i0S14.0-15.4.1 h4¥EESHTL\D iPhone 8. 8 Plus. iPhone X &K i0S15.0-15.4.1 h¥EE =N TLY
DAt/ A RCDUT, checkm8 DREEFIEEFIFET B(CIE. /RO — READ U TEEROY O%ZENZ LT
<IEELN,

SEP ODRfESS 4 HEmO w DM ENE T, i0S514.0-14.8 HYEEESHTLVS iPhone7. 7 Plus THIFATE
DOREMN' S DFT,

SEP DRESSIHEFIFE. T/ A ML T UE SRSz, BEOY I0) (R I— MeZEE U
WTLEEW, BELCLFDIEGA. T/ U ADUEMENWE(TIRD 1—55—5(3HIBRaNE I, Hitn'se
T U T/ A0 BN D CEEO Y 20D) (X O— NIZEERJRERDFET, J

[i0S14.0-15.4.1 h%E#A1UTL VS iPhone 8. 8 Plus. iPhone X &&KU i0S15.0-15.4.1 h¥EEiE=nTL\D
#hDZ") A R(ZDUNT. checkm8 DRSS FIFTB(C(d /RO — ReAH U CEEOY 72 #hc LE T,

) RJ— RZAN U CEEOY JZ80(C UITEE.
— ApplePay 73— REHIBF=NEFT
— BEOYOD) (R I—RZEANITBDZET ApplelD ) (XD — RFUtY hanFERA 1

15
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3 HHT—HDiEN

[B—a7) (1 Z(iPhone5s)&EAL T, checkm8 Tt L7=>"—%4 & iTunes backup Tl LIc—45Dig

LWVeE—EBFRRUET,

<iTunesBackup ZEE=AtAT > 3 G it Ui=Fl> <checkm8 Tt Li=fil>
| r—
@ iPhone 5s5_withEncryption @ Apple iPhone
@% Accounts and Passwords 148 Qh Accounts and Passwords 365
[Z] Apple Notes 13 [=] Apple Notes 30/17
Calendar 542 Calendar 54/2
f:i: Calls 26 '3-13 Calls 26
[ Contacts g L1 Contacts 75/5
[~ Files 1,935 [~ Files 172,945
(=) Messages 13 () Messages 515
i 05 Artifacts 37 i S Artifacts 3,105/649
[ Reports ) Reports
Snapshots Snapshots
(%) webkit Data 2 (%) webkit Data 17
= Wireless Connections 10 = Wireless Connections 10
:l"'_,l: Faces :I"_','l: Faces
Key Evidence 18 Key Evidence 106
oon OCR o7, OCR
() search ] search
05':' Sodial Graph c,'t'\‘:' Social Graph
Statistics Statistics
Timeline 43075 Timeline 4,149/741
Applications 12 Applications 13
=1 Apple Maps 1 =1 Apple Maps 1
bt Apple Messages 13 bt Apple Messages 13
& Apple Photos 13 & Apple Photos 13
& Eventlog 26 &y Eventlog 27
'i Facebook 7 ﬁ Facebook 63,2
@ Facebook Messenger 31 @ Facebook Messenger 33
¥ Health 245 ¥ Health 243
n HouseParty 2 ﬂ HouseParty 37
| iBooks 1 L) iBooks 1
i Line 1 2 Line 4
|28 Phoneboak 3 Mail 502
4§ Safari Browser 166/75 |} Phonebook 3
& Safari Browser 2,903/77

16
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I®"  [Continue without unlocking screen] ZJUvJUIHZE :
[B—D7) - Z(iPhone5s) &AL T, BEOY Z:SENEMNEDEE. HD DFU E— RNSEREICTFET

BEECY DOFBREATOIN D IHEEDMEERZHE TLET . CORIESNST —IhWR<RDET,

<EmEOwW 2 SNIzZEE checkm8 T U7=5>

I!I Apple iPhone_withLockandOM
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