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X7 —S i - FRrORIC

KIA RRDRAOU—>2 3y MMIRFERELETIN, SEREZHARECLTNDHE—EBOADEAGE(C
FAHBRTCTHEALSIZSN,

14>hO5923>

AH- R(E. Oxygen Forensic® Detective vi4 WSEAESNEA A —J 11 A&FERA LT -5 Dt
ERETAEZRH LU THDET,

1.1 FANSRT )\ ADFRSEMt

F—A DI EFEREEITI DEIC. TEEORIRERGZHER T V. CNSORIREMZHIZ L TLVRL
&, Oxygen Forensic® Detective (7 —4 DB R UBETZE I ENHREF A

)\ XFE5 HITESRAT
Android /{1 X | o USBF/\wIE— RHIERMRE. BUL(FBEMCTES.

> FHE"2.1 USB T/ Ny JE— RDFBE"ZSBL TS,

i0S /{1 X o J\RO— PEDFTHEEENEBININIREE, BU S (FHEEZRIFTE D,

1.2 IJ54 hE—F (BRE—F) O=E

BECKDT—HIDLESWHIBR. UE— MDA TEZHZHIC, BITRT/ A XDIFENTIREIMBEE
(F. TS5A4 hE—RICHEVCBEZEMUET. TS5 bE— RRENTERVGE(E, MISBEZER I
DHEEZHIITHULET.

1.3 {EGEAI—T ) EFRITRRT I\ AR RS /)\D#R

RATIIRT )\ A ANBT—F 2SI DIRE. USB U —TILZERLET.
Oxygen (T /\A ZANB5DFT —FEIECHRL. EFT /A XDFT/INAZARSAINDA > A S—ILBABELRD
*9,

X FRATHRT )\ A ROBRECL > TFI RS/ R UICERTEDHBENSHDEFT,
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FIAZARSANGE, BRENR A —DUA M2, FITURT /A AMBDOAT 1« PENSAFIDIEN
AJEE T Y., F/=. Oxygen Forensics #tN5&EFT /A ADFT/I\A A RSA/\EFLEDERSA)UNY IR
HUTWERT,

X B [ B—ILAA R] Z28RUTIRESL,
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2 Android AY— kI # >DF—4 it

2.1 USBFN\VIE—RDRE

Oxygen TH#fT 9 B Android AN — b T >5) (1 A&, USB#E#t 9 DFR(C (L ADB (Android Debug Bridge)
ZRRRT DD, TUSBFT/I\WIE—R] ([CROTVWBIRENSGDFET,

o USBF/N\YIE—RDHESE

USB T/ \y JE— REEEC(IBTRT /A A Z2RIEL. [RE] = [HFEEEIFATS 3> 1= TUSB
FIN\wI| CFTvI'EANET,

1285, COERIER. /R D — ROBSEESE(C K DEREHAEN BT ) (A XD\ B ZfMiR L1253 /\
AATIRNERETEFE A,

® S —AHUSHICERERENS PIN O—-RX(F/\F—-2FZ2AFLTTFE,

® Android4.2 BBEDF/I\AREFTTAIL T [BERERAIFATS 3> ] fARRENTLEEA.

o BAREAT >3 >ORTRSE

RAREEITATS 3> ] BRRSNTUVVRWNEE, BITIRT /A XZ2RIEL. [BRE] = [5/0(
REHR] X(F TFT Ly MEHR] = TE)ILRES | OBE T, [EILRES] Z 7B LYY TUEY.

2.2 F—HHiH

o S—AHMHDFIA
O FRITHRT /A ADRAHEE L. EIMEE U< (FBEBRUTHBULTTFSU,
@® Oxygen Forensic® Detective DF RO MY IT 7 A>x2H0 v oL, [BEBEEELUTET] 2&RU
ia_o

pi<(0)

& EBRELLTERA)..

1D ST —T 1 2(Y)
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@ 28U/ Oxygen Forensic® Detective DIR—AFTHEIUWVIULET,

en Forensic® Detective

@ FTRESNEAZa1—oHH5 [Oxygen Forensic® Extractor] Z#20Uw 2 ULET,

Extract

‘ Q Oxygen Foren5|c® Extractor
Forensic® Extractor to a ire data from devices

Fl Oxygen Forensic® KeyScout

Q Add KeyScout to removable media
Acquire the external drive
Common tasks

r=1 New case

@ Oxygen Forensic® Extractor iEE) L9 . [Methods] &2 w2 L. [Android] 47 %2Uw2o LT

Android /(A RO E—EZRRUE T FAENRERCEDE THESEZRATIZE,

» Oxygen Forensic® Device Extractor v2.9

<«

. ®
Oxygen Forensic ® £ Methods

Device Extractor Al iOSOther 88 Q=
@ Desktop \l{l Android Agent ‘@E Spreadtrum LG LAF

(0 Devices
m Qualcomm m Huawei EDL @ Physical
I 2 Methods I
Backup i Downgrade = i File system

Tools

Tke U¥ MTKBaot @ MTK CLOM Y Kirin
Favorites

{5} Settings Sl sony E} Exynos
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Android Dt (&, UFDFERMARSNTVET,

>

vV Vv VY V

A\

vV VYV VYV V VY

>

Android physical (via ADB): Android O¥)IEHH, (ADB #2H).

Android backup (via ADB): Android ®/\w 2777w~ (ADB #ZH).

Android OxyAgent extraction: OxyAgent Z=7 /1 X (C1 > X ~—)L U T,

Android manual OxyAgent extraction: OxyAgent %z SD 73— R(ZIRF U T,

Android OxyAgent over WiFi extraction: OxyAgent &5/ ZX(C1 > X b—)L LT WiFi £

ETHL.

Android file system: Android OS DRSS ZFIR U root /b 7z il DamiRihit.

MTK Android: Media Tek ##®nDF v Ttzw haEfE#H LTz Android 0OS 57/ (1 Zh S O4)iEH

Ho

LG Android: LG #t&d Android 7/ (-1 NS D¥iEmt.

Spreadtrum Android: Spreadtrum Communications {t&nF v Tt v b= Uz Android

F) A A5 DY IERHIE
CDFERFURINSEDFET, eNZRFR L LTERIDINESIMRITLTZE0N,
WP/ —Fr>a>F—TIIzLEBEZUFET, Fz. 7/ 1 XACIEARD ROM A
HdHma. O— RNRT2I5aNHDET, I —INKRONDLHERED Y
NZEITDIRNT S ZE,

Samsung Android: Samsung & Android 7/ - XS DRI .

L COFERURINSDEY ., TNZBFR L L THERAITINESMREIL T ZEU),

MEDOUDNUAA-TEEEZTUET . O LEIOA A= EFEONET. X7
L©ED—TFT—HEHEZRITIRVERTIN, MBICE KNOX D25 —\DFE
Samsung DA 7R— RMIIRDET,
Samsung Exynos: Samsung & Exynos Fwv Jtzw MMEE Android 7/ (-1 QS DR
.
Motorola Android: Motorola Mobility LCC Ed Android h5 DY,
Qualcomm EDL: Qualcomm #&nDF v Ftzw S yiEimt.
Huawei Kirin: Samsung & Kirin 7w 71w NME&#E Android 7/ (1 S ORI,
Sony MTK: Sony & Mediatek Fwv 7t hMESE Android 7/ (1 XH S DOYIIEHH
Huawei Qualcomm: Huawei #t&® Qualcomm Fwv 17w ~M&H Android 7/ 1 AH5D
VDR,

APK Downgrade: 7/\1/ ARDT7 TV —> 3> %= —BFNICTI>TL— RESETHNS,. ADB

backup Z&3{HD.
LG Qualcomm: LG #&d Qualcomm Fv 2w ~ME#, Android 77/ 1 XS OY3EHhE .

(] ZDIEFIRIN S DFET, TNZRFRZLETHERATINEDIMREILTLZS V. T—5DHit
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BT/ A ZDPEHEE- RTEBLBVEEGE, T/NAAD/N—F12 3272 U7 UET,

® SEEFFIEUT. ADB/\w o7y T=ERUET b AEERIRUET,
[Backup] (IH% : Android backup via ADB) =20 Uw 2O ULZET,

* Oxygen Forensic® Device Extractor v2.9

. ® ¢
Oxygen Forensic @ [ Methods
Device Extractor All i0S Android Other g

(@ Desktop g\b Android Agent ‘ E Spreadtrum LG LAF

(0 Devices
m Qualcomm m Huawei EDL @ Physical
I IS] Methods

10
i
i

- z Backup ; Downgrade i File system
Tools

h; MTKBoot m MTK m} Kirin
{}' Favorites

{8} Settings | A B Sony @ Exynos

@ Oxygen Forensic Device Extractor MBI LET . ADB backup DAY v RHNEIR SN TZIRRE
DOEEHNEHESNEITDT. TDFEF [Extract backupl #0Uwv I LET,

> Oxygen Forensic® Device Extractor v2.9

<«

Oxygen Forensic e @ [ Methods E3i ADB backup
Device Extractor
This method is designed for extracting data from Android devices. 8
@ Desktop o List of the supported devices.
e To connect the device, put the device in the "USB Debugging" mode. If this mode
E Devices is not displayed in the settings, put the device in the developer mode.
e At the connection of a device with Android OS of 4.2.2 or newer to PC, confirm the
I a Methods acception of RSA key on the device screen.
® The device must remain unlocked at its connection to the PC and during data
Tool extraction. Please disable the auto-lock.
&S 1001 © Make sure that the Android USB driver is installed before connecting Android
. devices.
ﬁ Favorites © Make sure that "USB modem" mode is turned off on the device. v
{1{,} Settings Path to the extraction:
| C:\Users\-Documents\Oxygen Forensics\Backups B‘
Available space: 52.9 Gb
Extract backup
Automatic device detection in USB Debugging mode

8
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® MATHRT /1 X% USB o —TJ)L T PC &3EH: LT IZ&0)\, [Device connection] T3>
TlE. Oxygen WEMTIHIRT /A X EDiEHREERLUET,

E+ Oxygen Forensic® Device Extractorv2.2

<«

n; ADB backup
Oxygen Forensic®
Device Extractor Device connection

Devices Detection of Android device connected via USB @

Methods

ADB backup options

I .i, Extraction

Settings Data extraction

Backup extraction

Calculating hashes

@ IEFEERDEI—TILZIRNMINTLIES0N,
(1] EBCERBUTERRIE. ROEZGEERL T TZSUN,

& BITERT/INA AN TUSBF/\wIE—R] ([CR>TWBT &,
& EITEHRTI A ADTINAARSA)H, PCICA>RAR=)LENTNWBRT &,
& T=TJINRELLIERSNTNBRC &,

@ [Device is unauthorized. Please allow USB debugging on the device.| EFRRSNES. ##
MFROT/\A AB@E T [OK] 25V T UL TLIEE0N,

® rens — 0

« ui ADB backup

Oxygen Forensic®

Device Extractor Device connection
Devices Detection of Android device connected via USB @
Methods Device is unauthorized. Please allow USB debugging on the device. ©
—
I |i, Extraction ADB backup options
Allow USB debugging?
Setti ngs ‘T:s computer's RSA key fingerprint
Data extraction 9BF0:B5:A4:A5:B1:83:E5:2B:

00:0E:B6:03:AT:5C:TF
[[] Always allow from this computer

concel

Backup extraction

Caleulating hashes
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EHICHRINL., T/I\A RIBRO R TE 25, [select] #0Uw o U THERBOATS 3> %
2UZE 9, [ADB backup options] MRy F77vw FZE U T, [Extract] RY>ZE IV vV IULE

evice Extractor v2.2

0i ADB backup

Oxygen Forensic®
Device Extractor

“ Devices

=Methods @ Detection of Android device connected via USB

< Extraction
Settinas

Device connection

Detected device: Google Pixel 3a
4 ADB backup options

Please backup options.
Extract

Data extraction|

ADB backup options

-shared

enable backup of the shared storage/SD card contents
-all

Create a backup for all the installed applications
O -apk

enable backup of .apk files to an archive

O -nosys

toggles whether -all automatically includes system applications
[0 -obb

enable backup of any files with .apk extension (aka .obb), associated with each application
-keyvalue

enable backup data with keyvalue pairs returned

* Oxygen Forensic® Device Extractor v2.2

* Ot ADB backup

Oxygen Forensic®
Device Extractor

“Devices
| - E/Iethods @ Detection of Android device connected via USB
& Extraction
Settinas

Device connection

Detected device: Google Pixel 3a
& ADB backup options

ileasg iﬂ ect backup options.

Data extraction

O

[Data extraction] €203 3 > (CEMFRT /A A TORIEIB IR RSNE T, FTERT/N
1A 2A%&BIEL T, [Back up my data(Z—4%/\woF7v )| #5FvITUTF=L,
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* Oxygen Forens Device Extractor v2.2

i ADB backup

Oxygen Forensic®
Device Extractor

Device connection

Devices

Methods @ Detection of Android device connected via USB
- L

Eﬁ?ﬁg?n Detected device: Google Pixel 3a

& ADB backup options
Selected: all, keyvalue, shared

Data extraction
& Backup extraction
Confirm backup creation on the device.
It is recommended to set a password for the backup first.

L R
2 =

FRATIIERS) \ A X DEIHE

14:16 BB M - LTl |

TNy OTFvT

BRELTLWE TR b
—2DT NS

=Y. BFAILETH

Ny 2T uFT LW

T—FHHOEENRRENDDT. COFFHMHTTETHLEET.

* Oxygen Forensic® Device Extractor v2.2

01 ADB backup

Oxygen Forensic®
Device Extractor

Device connection

Devices

Methods @ Detection of Android device connected via USB
&
| E:ﬁ;?ﬁg?n Detected device: Google Pixel 3a

# ADB backup options
Selected: all, keyvalue, shared

Data extraction
Backup extraction (46.1 Mb)

If an error message appears on the device screen during the extraction, please
close it.

Calculating hashes

11
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@ HMENTTIBDE BERMNMIDOEDD., MEERENATRRSINE T, BERIFNIEL [Open extracted
datal Zz0UwOULFET,

* Oxygen Forensic® Device Extractor v2.9

«
Oxygen Forensic® @ [ Methods E3i ADB backup [ Extraction results

Device Extractor )
Extraction complete!

(0) Desktop
Device: Google Pixel 3a

— ;
LU Devices ADB backup extraction: Success
s Extracted: 444.1 Mb
[Z] Methods Elapsed time: 00:03:13

Tools

Open extracted data

7\ .
1 Favorites Open and analyze extracted data in Oxygen Forensic® Detective

.i, Extraction
Show extracted data
I % Extraction results Show extracted data in folder

{5% Settings

& #EER(C [Success] ERFRSNEBE. T—HFDME(CHKIILTLET,
& ST —IENDRVEETHE (TR LU TWBEEEEN D DET., cNIZBEHE TS
CETHESNSaIEEMN S DET,

@ FIEQTT—HZ/\vIOT7vITFRRCHARD/I XD — RERELLHE, U TOEARNFRS
NF9Y. COEEMRRESNLHBEER. Ny ITFvIT)IRT—-READLTLIIZE,

This ADB backup is password protected.

Please enter the password to decrypt the backup
Ci¥lzers¥ ¥Documents¥0xygen Forensics¥Bac. . ¥backup.ab

Or use Passware Kit Mobile to retrieve the password.

Selected algorithms: Fin 4, Pin 5, Pin & (Popular], Patterns (3)
Passwords to chedk: 1,204,372
Status: Mot started

Start password recovery Cancel

& Start password recovery i I ET. /\RDO— REBEBFBATEIHBENHBDET.
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3 iPhone O7F—# it

3.1 iTunes®1>A M=)

Oxygen H' i0S /A ZADFT—HIANT IR T BT, iTunes DI\ Iy THEEE TEREND
AFC(Apple File Connection)t—E X & FH I D7z, Oxygen £3E479 S PC (C iTunes =1 > X ~—JLT
DINEBENHDET,

® 0SF/\ARDN\==3>F7vT(CKDT, iTunes [CONWTEN=23 2Ty ITHRELRDIBEN
HDFET,

@ Oxygen ZiELB) I 2a1lC T —E (L iTunes ZEEBI L. [RE] = MRIBKTE] KD iTunes DEENEIHA
MEZEIMELTZE,

@ 7 ABmERE

o> @ v o ®)n
=20

—fi Bt #H YIy0-F ALT7 FIER TIAA
TIMABI Py
EHBRSE 2020/09/09 13:03

NPy ERIR(B)

iPod. iPhone. #4UiPad® BEIRICEIZILILAP)

BB RN B ECEE
iTuneslcAPYL S &M TLVBRemoteld HNFER A FATORemoteEAZER(G)
RIHAOREEE) Y MH)
: £rven

3.2 iPhone DiEfHR& {SH]

i0S7.x MU= EH LIz iI0S T/A R, SETEHELIESENRNPCHFZEFT/N\AX(TIERI D& i
ENIET )\ A RZEFE T INEDIHZHR T DR IKRDESNFET.

o [{EHE] 935%&

i0S7.x UpgzE& LIz7 /A ROBEE(IC (5] (CEAITDIAvE—IHERRENET,
[E#] 25y TIDE PCEREBIDFT/INA ZIN5 i0S T/\A RICHEFENTWD T 7 AILICT D
TRIBDTENEHRDKLDICRDET.
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(Apple #tH7R— kX—= : https://support.apple.com/ja-jp/HT202778)

CDIAVEL—F%
EBHLEIH?

WEET—IRERShICEERCD
AVE2—INSTIEATES LS
KR &ET,

=2 {EML W

@ [CHOOAZEI—FEEFALEIN? ] [F T/NARDIAOY—->0Ov INRBRENTULDIREE
TOHRRSNFTT

® W' IDCE [MERE] ZBIRL. PCHST/\AINDEGZHT T IRENSHDFET,

® i0S11.4.1 URETIE TUSB 7otzH U | BgEMBINENTWE T, T/ XDOw IR L T
B USB 7O UNZRHMENRVNEEER. T/ W RZ2BERLTIZS0,

3.3 F—5Hhit
o F—SHHOFIR

) [COO>E21—FZEFELEIN? 1 (& T/ A ADIXTY—>0Ov IHFERESN TV DIREE
TOHRRENFET.

® ' IBICE [ER] ZBIRU. PCHST/\A ANDEGRZFRI T 2RENDDET.

@® Oxygen Forensic® Detective ZEIREERTIEREIL. R—LAFTEIUYVIUFET,

‘; Oxygen Forensic® Detective

@ FBRINEXZa1—0Hh5 [Oxygen Forensic® Extractor] #2Uw 2o ULZET,

Bao

Home

Extract

Q Oxygen Forensic® Extractor Oxyge|
I ﬂ - x'yg gen Forensic® Extractor to acquire data from devices I @ R xyg‘

F’ Oxygen Forensic® KeyScout

Q Add KeyScout to removable media
Acquire the external drive

Common tasks

New case Backu
@ Add a new case E’_) Import a {

Imbort
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® F—4#ti%EIiTS Oxygen Forensic® Extractor ME&)LEJ . Oxygen Forensic® Extractor
DRVEBEED [Methods] Z20Uw U, [I0S] #7020V vOTRELUTHEAEEZEATL
iAW

* Oxygen Forensic® Device Extractor v2.9

«

. ®
Oxygen Forensic @ £ Methods
Device Extractor ailffios Jandroid Other 88 0= =
@ Desktop Um[’ iOS Agent ; iTunes backup
Devices s

(d ; i0S checkma ; i0S SSH
I [21 Methods

Tools

% Favorites

{9‘} Settings

& iTunes backup: iTunes /\w O 7w JDMHEAHZFERALTTF—F=EHMHLUET .
¢ i0S Advanced extraction: checkm8 %2 SSH &1\ UTziRiBH 21T\ E 9.
@® Oxygen T3479 3 checkm8 TI(& Jail Break(JB)Z{TWEH A

&  Logical file structure : J7 A )LOEEZESLE T,

@ SEEFFIELT, iTunes )\ o7y T=ERUET -t A EZRBIRUE T,
[iTunes backup] Z0Uwv 2O UET,

™ Oxygen Forensic® Device Extractor v2.9

<«

. ®
Oxygen Forensic @ & Methods
Device Extractor All i0S Android Other 88 0 iz =
(@ Desktop UmlT iOS Agent I; iTunes backup I
Devices g p=

(o ; i0S checkm8 ; i0S SSH
I 21 Methods

Tools

ﬁ Favorites

{% Settings
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iTunes backup MAYVvw RMEIRENTZIREEDEIHE (B END DT, €D EE [iTunes backup ]
2 IV IUET,
COMEHETE. KDELDWEFEZE/N\YOT7Y T CEDHDIZDH. I\ Iy T)\AD— R&i%
EITIUNENSDET, FFICHELTULRWVNEEE. Oxygen "B TREL. T TRI(C
FIA AN SHIBRLET .
ce Extractor v2.9
® « .
Oxygen Forensic @ [ Methods [ iTunes backup
Device Extractor This method is designed for extracting data from iOS devices. "
@ Desktop o List of the supported devices.
* Make sure the latest version of iTunes & is installed.
[d Devices  The device screen must be unlocked.
* You will be required to select "Trust this device" during the connection. For
m Methods devices with iOS version lower than 11, you can use the lockdown plist trust
file to connect an unlocked device without entering the screenlock
% Tools password.
® The backup must be encrypted in order to retrieve the full amount of data. If
ﬁ F . encryption is not enabled, device extractor will automatically set an
avorites encryption password and remove it at the end of the extraction.
e If the encrvntion nassword is unknown it ran he brute-forced durina the A
{‘3} Settings )
Path to the extraction:
C\Users\N Documents\Oxygen Forensics\Backups =
Available space: 59.2 Gb
iTunes backup
iTunes backup extraction
® ISR/ X% USB & —J)LT PC &3t LT ZE L\, [Device connection] £
3> Tld. Oxygen WEMTIIRT /A X EDIEREHERLET . T/ A ADAOU—->0Ov D
ZEEBRU. T/\ARDE@EIC [COOAE1—FZEELUEIN? | EXRRESNDDT. 5
M #AVIUET,
+ Oxygen Foren:
e Oxygen Forensic®
Devices Device connection
Methods Searching for an iOS device connected via USB
“Extraction Please unlock the device and select “Trust this device"
Settinas
Data extraction
Setting the backup encryption password
Backup extraction
(1) SR ULIR(E, ROZMEHZE L TIIZS0N,

& RTIERT) A ATHIG U iTunes B X h—=)LENTWVBD I &,
& Oxygen B"HR— ML TWB/I—3 > D iTunes TH D &E(HR— ISR D/ (-2 3>

MUY —-RENZE G BP9 R— MR—Z(CTTERRUET).
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& iTunes "> A b—JLen, —EITEREELTNDC &,
& T=JIHELIEHRINTND T &,

@ FTINARDESICKINT DL T/ A XEWRHFRENE T Fo. T/ A RAITHEE/(X]O
— RANIDKRDESNBZDTANULET.

=+ Oxygen Forensi

oveenroncs @ iTunes backup
©
" Devices
=Methods & Searching for an iOS device connected via USB
“Extraction
Settinas

Device connection

Device Name: iPhone
Device Type iPhone X
Firmware Version: 13.7
Serial Number

uDID:
Confirm checking whether the backup is encrypted by entering the lock passcode on the device

Data extraction

® IMHDOERMNT T I D&, [Start with encryption] 7R5> & [Start without encryption |
MFRENZE T, [Start with encryption] (FLDZ < DF—FHHEEEDIRDDC, /Iy

DTV T ITF7AIDINRAT— RAF)NA R FENE T, BELRITNE, [Start with

encryption] MRA>Z= TV Y O THMEERIELET.

® v
@ @ iTunes backup
Device Extractor
Devices Device connection
Methods % Searching for an iOS device connected via USB
Ié‘g’g&?ﬁg?n Device Name Tsubakia“\ ®iPhone
Device Type: iPhone SE (1st generation)
Firmware Version: 15.3.1
Serial Number:
UDID:
Encrypted backups can include information that unencrypted backups don't, such as saved

pasawaords \A ettings, website history, metadata, calls history.

Start with encryption | Start without encryption

The password "123456" will be set during the extraction.

Data extraction

Setting the backup encryption password

H5M U\ O7 Y T)IIXDT— RIRESN TLVRMZEDH L EEDBEED TR RS

Oxygen ' [123456] Z/\y OV IT)IAT—REULTT /A X(CEBHRELFT.
HMENT T I DL Oxygen BEEIRE L/\w 07y T/ D— RIEFT/\A AN SHIBRENET .
HH R TR R UTZB5E,. Oxygen BBEENERTE U/ \w 07y T){XD— RH5) (A X(C
KBIBENGHDFET.

© HEMNEEDFRT, HSHMUH/N\v OV T)I\RDT— RZEHELTVDIHEE. [Setting
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the backup encryption password] (CKREIUEIH. HHCEFEELDFH A

Data extraction

@ Setting the backup encryption password
Backup extraction (40.5 Mb) - 8.0%
Disabling the backup encryption

Data extraction

% Setting the backup encryption password
The backup encryption has already been activated. The password is unknown.
Backup extraction (1.2 Mb) - 2.0%

MENFTE T 9D E. [Open extracted datal /R4 > & [Show extracted datal /R5 > HEE
RESNFET, M ULET—4% Oxygen Forensic® Detective THEI BiHE(L. [Open

extracted datal] Z#20UwvOULZET,

<<
Oxygen Forensic® @ [ Methods [ iTunes backup & Extraction results
Device Extractor )
Extraction complete!
Desktop
Device: iPhone X
Devices iTunes backup extraction:  Success
Extraction: Success
Methods Extracted: 2.2Gb
Elapsed time: 00:03:42
Tools Log file: extraction
Favorites
Open extracted data
li. Extraction ! . .
Open and analyze extracted data in Oxygen Forensic® Detective
I [ Extraction results
Show extracted data
Settings Show extracted data in folder

@ > —%4% Oxygen Forensic® Detective (C Import 3 BR(C Import wizard iR
NZE9. Import wizard Tld. BT —F(CHITDIATI I ELEETLERFE T, FICEEN
RUVDBEX. CDFEFE lNmport] RY>EZITIVIULET,
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E'_: Bl Extraction Save template [
i_:] Information about extraction
0% General import settings Add the extraction file to be imported into Oxygen Forensic® Detective
elective analysis ath to the file
M Nested archives unzip C:¥Usersyf iDocuments¥Oxygen Forensics¥Backups¥ITUNES-F17.. ¥device.ewc [
[@, Advanced analytics .
Extraction type
Search
Q Apple iTunes backup v
[Z] summary
EL d
Select an import settings
Default v
E Templates
— m e

BRI SRS/ A XD BZE(C iTunes T/\w U7 v TORESIE&EE L TLVEIHS.
"JNRD—=R'"DANZERDENFT .

"NRD—R"E Ny o7V TOBRSIEZERETDES(CI-—IMERICREIDEDTH D,
i0S T/ \A ADFBEEAD")AAT— R"TEHDFEA. /AT — RAHD D TVZIZE T EEDERR
BEHANRRENEIDT, /IRT—RZANDLTIZE,

This iTunes backup is password protected.

Please enter the password to decrypt the backup "2020-01-16 18-06-50
356738086254153".

Enter the password

Or use Passware Kit Mobile to retrieve the password.

Current algorithm: Passware Kit Attacks List
Status: Not started

Start password recovery Cancel
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4 R

ARET(FI0S ZRRICUFFBERERDRAD ) —>> 3wy MMEAWTHER LU TULET, Android D& (EARE
DUI EERBBENTTNVET,

4.1 A29—=TJ1ARIcDONT
o T—RITDOWEE—E

Oxygen Zi#LE 972 E AT OFRREEHNMETET .

o
L Oxygmmetective = a X
— @ B
v Apple iPhone X @

v Training 1
.9 Time zone Original time value
= Y—
O Bk {88 Clouds 05 i0S 13.2(16677)
v 9 IJB_Device 4 Inci wumber id inadent number
. Evide ber  Add evidence number
Tunes backup (2020-01-...,
= —
Munes backup (2020-01-... B B Mk
Apple zip (35925606175...
Apple zip (35880805593... v Statistics Extraction info Owner Device Note
v g." Unassigned extractions 1 i
o Key Evidence %@ Q@ [ Last contacted Siv Top 10 contacts
Apple iPhone X =
W 121 2019/10/29 11:30:02
\J haqaqsf7@8a.srvs8.ketchu... 2019/10/23 04:54:49
\J fambdcuogek @705wfn.mul... 2019/10/19 14:00:47
\J fikesehaiyfj@0 1nvv0b8t.da... 2019/10/18 20:00:50
(J dzpvih1bsi@sSacubder.xw... 2019/10/03 02:01:41
(J ffmyuxrwezq@vph00vj.visi... 2019/10/03 01:59:37
(J whwfszptgya@l3ion3.refus... 2019/10/0301:59:36
B=%t2A
(J zalo
) 07040201804
Evidence
v General sections 11
[ Applications Accounts and Passwords Apple Notes § Calendar
Bk - A co
ind text Alv I I
L eX ﬁ
jersion: 12.1.1.10 _Total extractions: 6
M— E—

© r—RFT: TR\ ERRUET,

@ R—AL%T . Export. Import. Tools IREDEIEDT 1 HF— RDEENTZET .

Q@ AZa—: BRI Y- ROEE). SEOVEX. Vv I7— hNOBRIREMTZFET,

@ =)\ r—ZABCHMEB UIZT /A RD—EERRUET .

® BFRY IR —Z)CRIVADT)\A R Fz(d Case LZRFE L ZHDOXFHNZ/\A 51 ~hUET,
® > TJA4—>3>)\—: Oxygen Forensic® Detective MD/\—=3 >4, BEIDIAA TWND T/ 1 ZEH

RRSNEY.
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o T—RAEBOMERTEH

BT UTzWT — R&EIRY 2 EEEAIDEDD. I—X(TIRMEN TV T/ A ADIERE. BBITDOAZ
1—NRRENET,

.4 Oxygen Forensic® Detective

Cases (6) i v Sharp_AQUOS

v 9 ASUS 28
4 2020/01/23 16:42:54

Oxygen Agent extraction (2020-01-23 18-...

zone  (UTC+09:00) Tokyo
Android backup (adbbackup.ab)

v 9 Freetel_Kana 2
.

Android backup (adbbackup.ab) B A

Oxygen Agent extraction (2020-01-23 17-...

% e Sharp_AQUOS 3® v Extractions 3
Oxygen Agent EW 16-... \ Alias Retail name Platform Device info Time stamp Note
Android backup (adbbackup.al Oxygen Agent extraction IMED Import started
Sharp AQUOS SERIE mini SHV33 g?ﬁfggﬁzfz‘gfo POLIND Android0S8.00  353001080424212  2020/01/23 16:49:53
v 9 Freetel_Semeta 2
. - Device time
Android backup (adbbackup.ab) Android backup Andiod o5 Import started (EXTFRD
(adbbackup.ab) 2020/01/23 16:40:22  CHVE, UTC
Oxygen Agent extraction (2020-01-23 16-... = (Asia)£3R5
v Q test 1
. .
Apple iPhone X Sharp AQUOS SERIE mini : IMET Import started Detective
@ SHV38 KoL Androd0S8.00  353301080424212  2020/01/23 16:06:08  backupkO:
4 Q JB_Device 4
“["] unes backup (2020-01-22 14-12-11 3592... Find text Alv
“[ "] unes backup (2020-01-22 13-54-10 3588...
. @ v General sections 2
Apple zip (35925606 1755935-22-01-2020 ...
Apple iPhone X \

Contacts Fil
v () B pevee y 1 o iy
.

TTunes backup (2020-01-22 14-12-11 3592...
-

Tunes backup (2020-01-22 13-54-10 3588...
v Analytics 4

Apple zip (359256061755935-22-01-2020 ...

Apple zip (358808055934297-22-01-2020 ... G Key Evidence Q Search %O Social Graph Tn!eine
v F‘:-] Unassigned extractions 1V =

Find text AV

You have 8 new notifications £\

Version: 12.1.1.10  Total extractions: 15

O FIARIER : T —RTHABSN TN DT\ A RDEBRN—ETHRRSNET.
Q@ RIFAZD——8 : U —REA TR A Z 1 — I RRSNET.
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B LI2WT )\ A RZ#ERT D EEEMNIDEDD, T/IAXESRFTACETDFMRBRE. BRITDX
Za1—HRRSNFET.

=] oter 2 I
53 @
v g 05 4

.

PPhone SE0515.3.1

4

Phone Xi013.7 B &
Phone SE 10515.1

PhoneSE 10514.5 v Statistics

o=k = 1

E Unassigned extractions 1
) o

Last Contacted

[i saiba Semeta
[ telegram
O telegram
(& LnEBMAX

[OF:: 1]

[& Team Snapchat
 Instogram

&

Extraction infe  Owner

(&) 95 WK, T 18

v iPhone X i0513.7

Time zone  (UTC~00:00) UTC

Retal name  Apple Phone X
05 i0S 13.7 (17H35)
Incdent number  Add incident rumber

Evidence number  Add evidence number

Generalinfo  Device

Photos

b Top 10 Contacts

2022/02/1508:51:07
2022/02/15 08:47:07
2022/02/16 08:47:07
2022/02/15 11:08:02
2022/02/0305:21:10
2022/02/0305:21:10
2022/01/28 04:20:53
2022/01/2708:43:47
2022/01/2708:10:33
. 022/01/27 08:10:33
Go to Contacts

Note

W 127 (1482%) (D 398 3R
[0 108 (12.72%) S (& FHBHTA
W (14%) (O +€

01 (10.62%) () (BEA
M6 (10.04%) & +8l
Wss .00 () BEFiE
W77 B.os%) (o) BENG
W75 .75 =% 28

65 (7.55%) @ +&
W (5.13%) [0 Twitter

frr Top 10 Groups Sy

W72 (67.29%) (D 6398 K, Bk, B,
13 (12.15%) (& FE5H5 MO, 287 18
W7 6.54%) (Jder
4 (3.74%) (Jden
W3 (280%) (Jder
W3 280%) (Jden
W2 1.67%) (Jder
W1 0.33%) (Jmei
1 (0.93%) (Jder
W1 (0.53%) (Jdert

g

Go to Contacts

Go to Contacts

&

Top 10 Applicati

@l ;gdlmhnns
)

Messages
1,283

v General sections 13

Accounts and Passwords
474

= 0S Artfacts

Eﬂ- 752

P Apple Notes
E’ ®a

@D Reports

@ Calendar
131

Snapshots

Contacts
687

“— Wireless Connections
=~ 508

Files
9,752

v Analytics 7

)] P

o

Faces
243

Key Evidence
143

oA
ock OR
Coa

Q Search

%o Social Graph

Statistics

(L) tmem
B Sz

@

‘A‘v

) foveraps

Find text

v Applications 28

I Apple Messages
542

§i.  Aople Photos
285

DIG04

Facebook Facebook Messenger
1= 10

Event Log
b 173

Version: 14.3.1.0  Total extractions: 12

You have 1 new notification £\

O FIARIER : T/\AXFFEECTHD > MCET 2I1EHR. HEtBRSENRRSNET.
@ General o> 3> (ARDFT TV —2 3 2 [CERIRL, INTOEBHROREERESENFT LHTR

RENET,

Q fRtitz2> 3> : Faces(BEsR:#). Key Evidence(T'w o< —77). OCR(FLFEF:R:#). Search. Social

Graph. Statistics (#5T1B#R). Timeline DA —1 —HFRRSNET,
@ PITVg—>3>twosa> @7 TUT -3 > OfFAZ 1 —hERREINET,
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& O

0

Run Oxygen Forensic® Extractor to acquire data from devices

Oxygen Forensic® BExtractor
Qo y 00

F] Oxygen Forensic® KeyScout

Q Add KeyScout to removable media
Acquire the external drive

Oxygen Forensic® Cloud Bxtractor

Run Oxygen Forensic® Cloud Extractor to acquire data from doud servi

ices

Common tasks

New case
+ Add a new case

Backup import
9 Import a device backup or image

AR Apple
‘ Tunes backup | File system tarballfzip/dar | GrayKey extraction

File system folder | Passware Kit Mobile extraction

@,‘ 1IN Oxygen

Oxyagen Cloud backup | Oxygen Forensic® backup
Oxygen Desktop backup | Oxygen UICC image

MTK feature phone extraction | OxyAgent extraction
Oxygen Call Data Records

QR Drones
9 DII drone logs | DJI GO flight logs | DI Assistant backup
CJ \_) DII drone image | Parrot drone logs | Parrot drone image

Third party extractions
UFED backup/fimage | UFED report | ¥RY backup/image
Meiya Pico backup | Elcomsoft iCloud Synced data

3) Warrant returns
_-) Facebook | Instagram | Snapchat | Twitter | Google

FREN Android
' Physical/JTAG image | File system tarballfzip/dar | ADB backup
CWM backup | TWRP backup | Xiaomi backup | Huawei backup

Samsung Smart Switch backup | File system folder

Desktop extractions
| O : ; Windows/macOS Linux physical image or fille system

l . 'y KaiOS
\ Physical image
File system tarball/zip

Physical image | File system tarballfzip/dar | File system folder

E Memory cards/MTP extractions

Downloaded accounts data
° Google Takeout

GrayKey extraction

Tools

Oxygen Forensic® SQLite Viewer
@ Run Oxygen Forensic® SQLite Viewer to examine SQLite databases

{A Oxygen Forensic® Call Data Expert

A Run Oxygen Forensic® Call Data Expert to work with call data records

E Unlock screen

Disabling of the screen lock (PIN, image, password, fingerprint) for LG

= devices based on Android 05

Oxygen Forensic® Maps
Run Oxygen Forensic® Maps to wark with geodata

=\ File Viewer

.' Plist viewer | SQLite Viewer | OCPK Viewer

®

Extract : Extractor. Cloud Extractor. KeyScout MDiZE)

Oxygen Forensic®

o>

Extractor

> —

i 7= 9 37z (C Oxygen Forensic® Extractor

ZEBUERT,
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Oxygen Forensic® Cloud

Extractor

I RY—EZAMNST—FZIhHT B/z(C Oxygen
Forensic® Cloud Extractor Zi#t&iLE T,

P
%]

Oxygen Forensic®

KeyScout

KeyScout Zi#c& LET .

KeyScout U IA—/VLXAT 4 (TR FUE T,

@ Common tasks ;: 77— XDIERX>T ) \A )\ I T A > iRk— T DHLEE

T — XDAERK

(New Case)

T — RN LE T,

|5

I\ OTYwTDA iR—

(Import backup file)

TINAZADINY Ty TOA A—=Z% A 2 IR— BUE T

® Import : Apple ¥2 Android. Oxygen I EDEIE/\W O T T 7 A )L%EA 2Rk—

Apple

g»

iTunes backup

iTunes backup J71IL%ZEA > R—KUET,

File system tarball/zip

Apple @ File system tarball/zip Z- >7/R— NLZE T,

Graykey extraction

GrayKey Tt U7z Apple /\A XADF—5%& A 2 iR—
FUET,

File system folder

Apple O File system folder = >/R— ~ULZE T,

Passware

Kit Mobile extraction

Passware Kit Mobile T U7z Apple T/ \4 XDF—
A IR—NUET,

Android

@-)

Physical/JTAG image

Physical/JTAG image Z=- >/R— b UFE T,

File system tarball/zip/dar

Android @ File system tarball/zip/dar Z-1 >/R— kU
ia_o

ADB backup

ADB backup 7 I)LZA>R—KUFET,

CWM backup

CWM Nandroid backup Z-f >Rh— kULE T,

TWRP backup

TWRP Nandroid backup - >/R— ~UZET,

Xiaomi backup

Xiaomi Android backup Z-f >/R—K~UET,

Huawei backup

Huawei Android backup Z-{ >/R—~UZET,

Samsung Smart Switch

Samsung Smart Switch backup Z - >/R—~UFET,
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backup

File system folder

Android @ File system folder &1 > 7/R— N ULZE T,

GrayKey extraction

GrayKey THHULIEDd 7 1)L %A > R—MUET,

Oxygen

8o

Oxygen Cloud backup

Oxygen Forensic® Cloud Extractor backup 77 -)L
A R—KUET,

Oxygen Forensic® backup

Oxygen Forensic® backup 7 JL%Z&A >iR—K~UE
3_0

Oxygen Desktop backup

Oxygen Desktop backup 7 71L& >/R—K~UE
3_0

Oxygen UICC image

Oxygen Forensic® UICC image 77 JL%&- >Rh— &
UEY,.

MTK feature phone

extraction

MTK feature phone 7 -1)LZ1 > R—~UZET,

Oxygen Agent extraction

OxyAgent THIHI LIz 71 I)L&A 2 R— hUET,

Oxygen Call Data Records

Oxygen Call Data Records 77 )L%Z- > /R— b UE
9,

Desktop extractions

g

Windows/macOS/Linux

physical image or file

system

Windows/macOS/Linux @ physical image €U < (Z file
system Z-1 > iR— hUET,

Drones

2
(R,

DII drone logs

DJI drone logs &-f >/R— K UET,

DJI GO flight logs

DJI GO o flight logs & > /R— b UFE T,

DJI Assistant backup

DJI Assistant backup =~ >/R—UET,

DJI drone image

DJI drone @ physical image Z-f >/R— kMU E T,

Parrot drone logs

Parrot drone logs &1 >/R— ~LUET,

Parrot drone image

Parrot drone physical image =7 >/R— hULE T,

KaioS

Physical image

KaiOS physical image Z-1 >/Rh— hUET,
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File system tarball/zip

KaiOS File system tarball/zip -1 > /R— ~ULZE T,

Third party extractions

UFED backup/image

UFED backup/image &= >7/R—~UZET,

UFED report

UFED report -1 >/R— b UE T,

XRY backup/image

XRY backup/image &= >R—KUZET,

Meiya Pico backup

Meiya Pico backup Z- > /R—~UFET,

Elcomsoft iCloud Synced

data

Elcomsoft iCloud Synced data Z-f >7R— MU E T,

Memory cards/MTP extractions

E-_)

Physical image

AEU—H— RD physical image =1 >7Rh— bULET,

(FAT. EXT)

File system tarball/zip/dar

AEU—=H—R/MTP #iH®D File system tarball/zip/dar
A iR—RUET,

File system folder

AEFU—H— R/MTP #H D File system folder &1 > 7R
—~UFET,

Warrant returns

IR

Facebook Facebook warrant return archive Z&-f > 7R— kU
ER

Instagram Instagram warrant return archive Z-f >7/R— ~UZE
ER

Snapchat Snapchat warrant return archive - >/R— b UE
ER

Twitter Twitter warrant return archive Z-{ >Rh— ~UZE T,

Google Google warrant return archive -1 >7/R—~UET,

Downloaded accounts data

o

Google Takeout

Google Takeout data Z-f >7/R— hUZE .

@ Tools : &fEE 1 —"J1° Maps. Unlock screen MiZEh
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Oxygen Forensic® SQLite | Oxygen Forensic® SQLite Viewer %Zit&) L T SQLite
Viewer T—INR-REFHBLFET.
Oxygen Forensic® Maps Oxygen Forensic® Maps Zi£# L T geo 7 —F=AE
©
A Oxygen Forensic® Oxygen Forensic® Call Data Expert Z#£& L T, call
A Call Data Expert data records ZHHBLFET . XBHARTIHMERRT]
Unlock screen LG & Android 7/\-/ XD oU—>0w 2(PIN,
? image, password, fingerprint) DfERY —)LZicEh U =
ED
File Viewer
= Plist Viewer .plist J7 1)L+ >R— KL T. Oxygen Forensic®
@ Plist Viewer THRAULEY,
SQLite Viewer SQLite 7 —HIR—R %=+ >/R— kLT, Oxygen
Forensic® SQLite Viewer THEBEULEI .
OCPK Viewer OCPK J7 ()L >7R— kL T. Oxygen Forensic®
OCPK Viewer THAEULFT,
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v General sections 13

Applications
©g Contacts
@ Snapshots

Q Accounts and Passwords

@
> &

@ Webit Data

©_,
E
G e

/:\__ Wireless Connections

Apple Notes
Ba

@ Calendar
131

2 0S Artifacts
ol 75

®)
(N

— Reports

@® Applications

HME TSIV 3> 0ERe—ETRRUET, 7TUT—2328023>2 (7o

I FREFEINRRSNTVRWT TV -2 3> EEFNBHBENHDET,

Q Extraction info Export Reset

Frers « 7 rra -
[ v Categories 8 Q) Userdata [ Mame a Identifier
E4 ™ Drones L& 19mp D e p.naver line ~
B Fitmess LGy 1,205 ® apple Health com.appe Health
[ (8 messengers 0 @ a2 @ Safari Browser com.spple, mobilesafari
© navigation 2 10 © Google Chrome com.google. chrome.ios
[ M Procuctvity (Business) 3 L a7 @ Hangouts com.googie.hangouts
@ 5ocial Netwarks 5 Q 184p @ Kakao Tak com.iwizh KakaaTalk
[ &) Web Browsers 2 @ 1sp @ WhatsApp Messanger net.whatsapp. Whatsapp
1 Other 635 1110 e Kk Messenger com.kik.chat
43/0 ® viber com.viber
37/0 7 Googls Maps com.google. Maps
28/0 [ Acple lotes com.apple. mobilenotes
Q, 20 [ zalo vn.com,vng.zingalo
Q180 ) Skype com.skype. skype
S 1O [ Facebook com. facebook.Facebook
14/0 & wechat com.tencent.xin
10/0 € Facebook Messenger com. facebook Messenger
70 Eloico4 com.dji.oo
70 By Google Transiate com.google. Transiate
Q sp 0 rouseparty com. her sck.houseparty -
>
&7 |~ Name - Type b
fs] forivate jvar jmobile /Applications fgroup.com.inecorp line Librar Store/P_u ... Database file "SQUb A
45| forivate/var fmobile fApphcations ip.naver line/Library/Applicaion Suppor t/badkupUserDefaults.dict Phist file "PLIST"
I5] forivate/var jmobile fApphcations fip.naver line Library/Application Support/CacheableVideo/cache plist Plist file "PLIST™
5] forivatevarjmobike Applcations p.naver lin/Library/Application SupportAine.3d. sqlite Database file "SQUD

= 7 " Asplications - Phone Xi051... *  *(5) Line -Phone Xi0513.7

filters

(] vew -

$u| forivate var fmobile fApplicationsjp.naver Jine Library/Appl

al

/P_u4a0chfleBbaSd4704a2e. .. Database file "SQLib
15] forivatevarmobike /Aophcations o.naver line/Library/Application Suppart/PrivateStore/P_i450chfSeBbasd4704a2z... Database file "SQUY
v

> Detais

y Line
l LINE J} User data (1978
Items)
ip.naver.line

Source file IconState plist
Source file jp.naver.ine.plist
Source file Info plist

Source file  Manifest.plist
Source file applicationstate.

Passwords Ves
Version 2021,1112.1724
Container Data/Application
Type
Purchase 2014/30/16 06:11:00
date (UTO) \UT@
AppleID denORei@idoud.c...
Genre Y—SwILFwhI..
Copyright LINE Corporation
Container /private/var/mabile/
Applications/
jp.naver.line
APP fvar/containers/
Bundle/Application/
ADD73584-D2104...
UNE.app

Find text... ~ o

Version: 14.3,1.0 Total: 660 Filtered: 660

7

Youhave Lnew notfcation 2 |

a:Name DFIC(E. PTUT—2 3 >D—ENKRSNET . Oxygen NEENTT —F =R

TERV7TVT—23>@E@F. 7O MEenEs. 72 M5EesnTuORWrIIUs

—> 3238 SQLite Viewer 72 E TORFIHNBRE D E T,

b : Files (C(F. a TEBRULIETZTUT—23>DIT7AILARRENET,

c:a CEIRULEVITUT—2 3 >OFliRRENET.

@ Accounts and Passwords

AT RENRT—R 0232 7TE 7TV —23>0004 2 )(AD— R FzE b
— VBRI ENE T,
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() , Accounts and Passwords -1... =
jg Extraction info Export Reset filters EI View - (fj Extract with Cloud Extractor (I;\ Save accounts data @R Passwords ﬁ
w 3 g | Account <sword Tok
;;v:::wnt = é w O A :;:‘wunn ‘Pa‘s‘. ord/Token ” Source file keychain-backup.p...
= Pasawerd ol B &5 https://accounts.snapchat.com  Passwords not saved = Service = Wireless
4 Token A= ® dentke@softhank.ne.jp 3 o Connections
= 2 https:/Jecckpad.com denOkei @icloud.com [0 de Account _Applewi-Filntern..,
= & htpsi/secre ricovideop  dentkei@softbank.ne.jp = de Password [}
= &5 httpsi/jesl kakaku com den ke Gicloud,com [ o Source jm::lymm Orerd
%) £ https:/fwww. kakuyasutokia.biz denOkei@softbank.ne.jp & bF D; .
=] [ Books denOkei@icloud. com B
%) & Coud ‘denOkei @icloud. com
%] 7] idoudTokend 8054874875
= [ oms denOkei @icloud, com
%) & [@) instagram ki d =
a %) (@) instagram kesi_d b C
= & [@ nstagram 5 271
%) [] unes Store denokei@icloud. com
%] @ Kakao Tak 818036065700
] & une +8180-3606-8700
= B mai (map) saba_daimaru
= ] mail mar) denOkei@icloud.com
= [7] Messages denDkei@icloud, com
=] @ Pinterest denOkei@idoud. com
%) o Skype Wve:tanashi_no_katana
] O Skype dentke:
= 7] sw saba_dsimaru
B O M e B
%) & [5) viber iCloud Backup denOkei @icloud, com Hy
%] & 15 WhatsApp iCloud Badkp denlkei @icloud.com ok
|} WhatsApp Messenger 818036068700
=} “ Wireless Connections _AppleWi-FilntemetTetheringSSID_ [0 .
Find text ~ -
Verson: 14.3.1.0 Totah: 48 Fitered: 48 Selected: 1 Youhave 1new notification £

a: J4ILI—)\RILTY, FTVvI%ANDET Account, Password. Token iEDS 1

BICTDaIILI—EN. b (CRRE=NFT,
b:a TFIvIZANIET —IN—ETRREINFT.
C: b TERULIET—HDFHNTRENE T,

gen Forensic® Detective

laf .'_{) Accounts and Passwords -i... *

13 Extraction info Export

filters @ View = (f} Extract with Cloud Extractor ([E\IJSave accounts data E(? Passwords

i |l Credentials (48) Gar-LRCr) Y Find tf

. A ~
3 o O service ~  Account Password/Token

Extraction info : 5 —XFT#FRRUE T,

Export: LR— MADHEHZEITVET . GEE. [6.1 LR— DA IESBLTIIEEU,)
Reset filters : T« JLY—DsxEZIYLZY bULET,

View : tag DFRR/FFRR

Extract with Cloud Extractor : BIRUZEREEBHREEA LT, 50 MMl EiRAFT .
Save accounts data : 7H > MESRERFLET . (Locpk T 7 -1)LHER)

Passwords : Password Dictionary Builder A€ &) L. passwords dictionaries (CJ7HD>

hE/RT— MBEIRZIEBINT D ENEIEET T,
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® Apple Notes
i0S /A AADAEMREEADATZ—ERRUE T, £o. ATRSEEENTLDIY—R

N=F 1 T7TVT—2 3> DAEHEN G DIHZEERIRSNET . XECOVINHEND TS
Bad. JSXAT—RZANLTOY IR T D ETHENHERTEFT.

* 51 Apple Notes - Phone Xi0S... *
Q Extraction info Export ~ Reset filters @ View ~ weps ) enter passwora
v Categories B @ & v oTite st Madified (Tol Snippet Text Source file NoteStore.sqlite
v Wheed L] newsE . 2017/09/25 newsE Source file 304 KB
v Motes 7 “Pinterest” SENRETCR OAHAMMS... 2 .. Al oueris OGN0 KABOTH... Pinterest” RENSETCR DAHIM M3 WOX I size
[ Notes 7 “Pinterest” ist eine meiner Liebi.., 2016 und schuf mein Board ... ‘Pinierest” st eine mekner Lieblngs-An | 01CC tabte ZICCLOUDSYNCL..
v [Phane ¢ = “Pinterest”is one of my favorit... Irealy love animals, and... "Pinterest” s one of my favorite apps! Tite NP (treat) ..
* Mates = M —hresty(f, EECES. .. 3% BiFTE. k.. M-reat(d, ERCEHETELY Created 2014/11/01
[ Notes ° #/iT-H AyMBTIREBITE..  RIT-H Ry MATIREBITEFR fTokya) 20:20:32 (UTC+9)
Attachments : iR i SOMVAOERD ... 8 ZORUADERER Modified 2014/11/01
v {tER 1 (Tokyo) 20:20:32 (UTC-9)
Snippet . BHT5..
= Notes 1 Text MJ—b (treat) ..
v Gmal 1 B, BETI..
v Notes 1 My gAP M.
MWeFsahs..
Note: 1
e EIT. FHEE.
v Outoar ! FAUNTLE. F7..
v e 1 ZeBIRNE.
[#] Notes 1
v yahoo.op 1 ID AACSS5297-9E31-..,
~ Notes 1 b ey v A tag" ot
= Notes 1
(] Cached fies E]

@ Calendar

FTI\A RAADIFES L >S5 —° Google AL > —FEDHT—R/)\—F1 DAL HF—F—F =&
HU—BRRUET,

*"] Calendar - Phone X i0513.7
g Extraction info Export ~ Reset flters @ View Maps @
12 coecr « 1 | R v e NE
v Categories 131 @ Y% ¢ ~ Colendar ¥ Type v Start tme (Tok... Finish time (T... | Alarm Text Location  Address Coordinates Source file Calendar.sqlitedb
v Calendars 131 T (5] Al day ... iR P Ll Source file 696 KE
v denDkei@idoud.com (iCloud) 15 EES () All day ... 20 BEE wER O REET.. O nises sze
bl R | L] '€ Appoint... 017/06/12 1., Attmeo... icoudsk F5R  EEEEF.. Onosgay Ccurcetable Calendartem
BE S & 2] (5] Al day ... EEAAUE Calendar 515
v demnou.kegi@gmail.com (G... 62 7 ax (| Appoint... 21 2017/04/10 1... 1daybef... fAMb Type [5] All day event
dennou.keiji @gmail.com 11 S minutes. .. Start time  2018/04/20
BAORE st 8% (% Appoint... BBELFAN... o e
Text
v 0:*5' : EES] (7' Appoint... 20 HREELT AR, Location LEtE
g 3 8% () Appoint... BHELTAC..
~ Subscribed Calendars s 5 e (7] Appoint.. ENCEETE.. Foh & a ote
BAmrE st A 3] (5 All day ... 2 HEEEHTD
3] ('] Appoint.... . Sminutes... {A5MOES WK
[30) ('] Appoint.... ARk
i) (7] Appoint.... B&E
Lz [T] Appaint... aaa

® Calls
Calls o> 3> (C(d. BEDBERBREIZIT TR, 7T UDBERBEEFE O TRRESNET.
fil& LT TOEHRT (& Event Log (BEEDIBEEERE) 5 KU LINE. Viber. WhatsApp Messenger
NRRESNTVET,
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B » Y EventLog
B Qe
M > @ vier
I » @ whatsapp Messenger

IGRGEREEEREERE A

%, voice
o FaceTime ...
@, voice
@, voice
L Voice
L, voice
&) FaceTime ..
&, voice
Voice
Voice
4, Voice

1, Voice

DOQ0OOO0OO00Q0OOO Y

. Vnien

v Type v

Time stamp (

015/11/18

2015/08/04 1

o (O smartfiter -

15/11/1R 18:

Duration
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:39
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:11
nn:nn:nn

V~ Find text

From -
& Phone Xi0S13.7

A iPhone X i0513.7

&) Phone X10513.7
=FA@ < >
&) Phone Xi0513.7
(Unknowin)

A& thHIB <saba.dakic...
& iPhone X i0513.7

& iPhone X i0513.7

& Phone Xi0513.7

&b iPhone X i0513.7
{h iPhone ¥ i0S13.7

(PCyberDefense

Source
uz ~ Direction
12 B3 <testansg Type
Time stamp

(Tokyo)

) Phone Xi0513.7
o From
== EE < .

£ Phone Xi0513.7 amm‘:

3 Phone Xi0513.7 party
Country

=% AH < code

s B < £t Key

£ Phone Xi0513.7

A BB <

12

& Event Log
@ Outgaing

. Voice
20151118
14:45:17 (UTC=9)
iPhone Xi0513.7
12<112>
12

Contacts

Contacts #o >

32 (T3 RELREDBEEIR. 18

i

ik Ay -7 TV -2 3 R EKL

1RV — AN SEUG UTSER SN RRSNE T, FUEBLIEHNIC 1 DOEEEICY—2SN
ia_o

WJ

\J Apple Messages
4 8 EventLog
= [ Facebook
@ Hangouts

¥ Health 1

B Houserarty 1

[ @ mnstagram 2
® Kakao Talk 11

Kik Messenger 7%

& une 21
& [& 05 artifacts 3%
[ Phonebook 10

@ Pinterest 1
Q sape

3
2 @ viber 5
@ WhatsApp Messenger 4

3

[= zalo

Find text ~ v

Version: 14.3.1.0

g Extraction info Export
v

, Contacts - Phone X i0513.7

ers @Vi:w -

Ommmmmueml O/O Merge contacts « I ‘{" Social Graph = I d

Find text...
M v v , Calls Messages Phones & Emails v Euewe- Addr ST
é‘;;"ﬁ 31 outgo Work ~ ccount
nano. tsul Health
[©] N3 Line ID Calls 11 Mes
contact SR - 7o ol o
; &P Add tag[ ) Note
“H pre— 1,082 total Emai Account name v R
on iy 637incoming  den ke H Ful KeijiD
- ul eijiDennou
o0 KeijDennou 1 missed 451 ?ultgulng der ap Bk R b ame ﬁJIEHR
LIS %S 4faled det @gmai.com Facebook ID ull name
® 0 = der _ @gmad.com, d... 10006 Nickname der
-8 delillei KIK Messenger ID Instagram ID Email der 1d.c...
(©] | dend bon k=l Email der bAN...
- Phone number Kakao Tak ID Email der iy
Accoun ESLE e Email der, gma...
der omai...
o™ i P 2t oF e R muﬁsmg«m der talk....
ikname 4 Sincomng o
conic e s Phone <21
- number
Account name ke
L e v Accountname B S
< oo o > Facebook ID 1¢
D kel
Communications (1103) egieReat) C ‘ Kakao TalkiD 2. . _
Y& v B v Type v Time stamp (T v Description From v To Line D udj
Skype D de
) 2018/07/25 oW B 7 @yahoo.co.ip o 15k ~ Skype D live
7] 2O, BERROE... ) BEEK <+ > d ] Skype ID ma
(~] BOTHS- &) fERER <+ > ¢ 1 Website https://
o SUTCH)  HBMGRILLET. AT yhocop ) fHiEm s can
(] 6UTCH)  SOBECEYA A & teiemn < o ] 104
[} LTC+3)  THILROMAM AT +811 e M 1B Website htt]
e 5(UTC+8) Do G sk < >+ 1 ww
n 00 0TC4)  RME-THBI TAMEM.. 4817 Lo O fmdems aer
2 Zalo ID

Total: 677  Filtered: 677  Selected: 1

>

>

Merge selected contacts : IR U /oEETEE < —

BRSO — B KUERRR(E Merge contacts hNS1TXET .

~n

g

 BEOHEOY—U(E., BEEENY—ZNTNBEZRLTVET,

ULEXT

Unmerge selected contact : FR UISEET DN —Z R UET

Automatically merge contacts : BEIM (CEI&TEZ~N —
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O/O Merge contacts ~

@© Merge selected contacts
¢, Unmerge selected contact

}Q Automatically merge contacts

C:BIRUEEBIEEDIZT 2= —> a3 > AR (WOED Uz X vt —S0ERERERES) hER
=NE9I,

d : Contacts D7 —4%FF L T Social Graph Z{ER LE .

? Social Graph ~

%7 View the checked contacts in Social Graph

%7 View selected contacts in Social Graph

@ Files
Files 223> Tld . BIBUET —ADIT A IIFEEC T 7 ILOFEE T I TO—SDK
SCERRUET., I—HDEE, EFA,. RFIAD MBRUVT—IR-ERNMER TEE
3_0

& Oxygen Forensic® Detective — | ®
= {al "7 Files - Apple iPhone X % " Line - Apple iPhone X o =
1] extractioninfo Bo@ - ] Resetiiters (] View - | [Of] veos [F]Heshsets  [f] image categorization - @
;ﬂamwmmmﬁﬂmﬂmmmmrbm - e~ v B
group. com.iwiab.K... 1 = 3w 7 ¥ Name Created (Tokyo) ~ Modified (Tokyo) Lo
group.com kik.chat 3 M \d ChatExt.sqiite 2019/08/30 13:24:31 (UTC+9)  2019/09/10 14 & L‘ ChatExt.sqlite
v || group.com.finecor... 1 M (2| E2EEData.sqlite :29 (UTC+9) 2 -
~ | Library 2 = {2] Line.sgite 0 13:28:40 (UTC+49)
v || Application Supp... 2 ) [ Line.sqite. master-backup
KeepFileProvider 1 = £3] LineSquare.sqiite
v PrivateStore 1 = (2] MessageAttachmentInfo.sqite
v | P_u40cbfBe... 4
Message Th... 1
Messages 6
Persistent Pr... 3
TicketData 1 ¥ Key Evid...P Ad N.
Preferences 1
group.com.skype.... 1 Name ChatExt.sqlite
s workfio Created 2019/08/30
group.is.workfiow.... 1 (Tokyo) 13:24:31 (UTC+9)
group.jp.co.yahoo... 1 Modified 2019/09/10
group.net.whatsa... 1 (Tokyo) 14:07:02 (UTC5)
groupnetuhats... 14 C Last 2019/09/10
group.org.whisper... 1 (_ 2 TTC ) THOROEUTE
D duni * okyol
group. pinterest 2 ()" Duplicates Type || Database file
group.snapchat.pi... 1 “SQLite”
group.viber.share.... 2 Category Databases
cate files Size 36.0KB
< > Full path /private/var/
Find text AV mobile/ v
Version: 12.1.1.10  Total: 6 files (641 KB) Filtered: & files (541KB)  Selected: 1 file (36.0 KB)

a:lERMNSHEUET -9V —IBETERRUET . BIEHEICKI D TERRSNIDEHRNE
RDET, EICNN—AULTWRWST -4 ERBITIRICFERLET,
b: AT7%YDBEZXBDET. J7 IV EEERICERRIT DEHNTEET,

lid mlmages Audios Videos Categorized images Screenshots Camera shots Databases Documents Plists  JSON files  Archives  Applications

b7se @ A D A £ " - tad 1ol Mncifiad (Tol

c: Duplicate (F18) LI 7AILDO—ERRRENET,
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Messages 727> 3> Tl&, SMS. MMS. iMessage. BFX—J)L (RIT7AILED) RE=ME

WCEET,

= {7 ") Messages - Phone X 10513.7 =
]g Extraction info Reset fiiters ~ @ View ~ 63 Maps QSman filter ~
WO v@ v v Twe v T 0 Text F To
S B ccsmosminns % | S Qi
= ,‘ Messages
o e & sMs 3 G (SemK <. sy wacticn’. @ Incoming
C o B0 A +81 &) e Type o MMS
s o [~} (SR Q) (%R <... 481 Time stamp 2016/10/14
Z @] (] (gD ] +81 V,L REFT 3 (Tokyo) 11:42:08 (UTC+9)
> o e " G (A <... 481 e s
I o o 741634 17D Googl... google & fmae PR ==
= o o 5845 Verification Number fr... 22760 Ly fgaem <kuro3kichi@g...
(%) (@] o Gk erification Number fr... 22760 L fees To S8R
[ > (® WhatsApp Messenger 10 g o© O AoTMacT... o L e “‘Rua
& > = 20 c e ww 9 ek <... s VO
c e £387INEMOED ) (emk <... oy
- o Ao ? 82016/11/04 FF{f4:4.. L A (sEeEs Text FOARKASTM...
Q e S5 s e Attachments 2012013072,
C o @2016/11/04 {44 <... ki O (gen i El e
“ o FAM-MELGENTE.. L C i
(S Ratat! @ & (#mk <. L KejDer
(@ .} FAMK—L@RAR? @... (7 KeiDennou ... Grouo: Grow ¥
>
ty Chart 2015%6 - 02282
<
' ‘ '
o o .|I...nl||.|||| Fo |I| tescal |..|.|I|..| TION TP | Y
nd text AV s 2222
Version: 14.3.1.0 Totak: 1,293 Fitered: 1,293 Selected: 1 You have 1new notfication £

a: MIT7AINHBIHE. TFEANCEEBOIVY IRX—IONTRRSNE Y. FIzEEAR

@ Details #5239 25T Attachment SN 7 ML REZWR TEETI,

OS Artifacts

TINAARNDT IF7« EFT 110 EZ—BEULTHRRLUET.

‘ e (5] view - | [Of] maps i3
[@ os Artifacts Timeline Y Find text Alv
v Categories % v Time stamp (Tokyo) Application ID v From v From (UID) B | courcams iiacionc.ob
Processes activity () 2/16 17:51:07 (UTC+9)  ph.telegra.Telegraph Source file 204 KB
Sy ot b Ph o Tk Sout t::l: ZINTERACTIONS,
Q 17:50:30 @ ph.telegra.Telegraph i ZCONTACTS N
(] 17:50:19 ph.telegra. Telegraph
(] 6 17:49:25 (UTC+9)  ph.telegra.Telegraph Direction € Outgoing
o com.apple.MobleSMS  telegram telegram Tima stamp 5021’017"5
] com.apple.moblemal Team Snapchat no_reply@snapchat (TORVO: p;‘ilﬁggil:?v.,.
Q com.toyopagroup.picaboo D
(] com.apple.mobilemail Team Snapchat no_reply@snapchat To Saiba Semeta
(<] com.apple.mobiemail Instagram ‘security @mail.instag To (UID) tg35198615091
(<] com.apple.MobleSMS jzxfrikqlijfinkuhya@n520.hqg4dz.n6p.com Jaxfrikaljfikuhya @t
(<] com. apple.MobileSMS jaxfrikalijfhikuhya@n520.hqg4z.nép.com jaxfrikaijfhikuhya@r s
o com.apple.MobileSMS jaxfr sbztkBw.n6p.com jaxfrikai
o com.apple.MobieSMS  jzxfij bztk8w.n6p.com jaxfr
(<] 27 17:08:19 (UTC+9) _ com.apple.MobieSMS 241019 241019
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Reports
HAUTELR— hO—BARRRESNET. LIR—MIRRSNTVD T 71V RICHDHBAE.

Name 20w U9 B ETLIIR— MERRSEDZENTRETT.

*£, Regorts - IPhone X10513.7
ig Extraction info Export ~ ers @ View Clearhistory 3
[ v Type 1 rype Name ath Time stamp ~ Sactions ~ SHA-1Hash Note
Jot
L POF 5 mPoF {24E85;%Phone Xi0513.7-04032022143459. paf fl:¥ 2022/03/04 14:35:15 Calls 67e580cf549d. .
= POF {B4E88; X -Phone X 105 13.7-04032022150204.pdf p:¥ 2022/03/04 15:02:07 Calls 894dbaces3c2... Type PDF
{3 PoF {B4E88; % -Phone X i0S13.7-04032022150211.pdf p:¥ 2022/03/04 15:02:15 Faces f393d9ef0a51... Name {S52E/0.iPhone
(= PoF % #4E88; % Phone X i0513.7-04032022150218. pdf [fp:¥ 2022/03/04 15:02:24 Apple Notes df15ddc27bbs. . X10513.7-040320...
. Path D:
PDF 428, K-iPhone X 105 13.7-04032022150229.pdf :¥ 2022/03/04 15:02:36 Key Evid 50fB07¢C7060...
@ {8488, Phone X i pd 22/03/0: y Evidence c Time stamp 2022/03/04
14:35:15
SHA-1 Hash 67980¢545db38...
Note
Export files Yes
Section |, Calls

@ Snapshots
FRATBF(CR >V TS 3y MEBERFERAL TREULERIU—-22 3y hMaE—BRRI DT ENT
BETY ., FIVIRYOIRZEMEUIET = LIR— NIEDHDZENHEKFET,

.
|0 Snapshots - MT6737M
Q Extraction info Export ~ Reset filters E] View = (=M Add asnapshot
Filters L<al Reports Y Find text IRl >> Details
|1 v Source 2 Source MName Created (UTC) Size Type ~ Category SHA-1Hash Note
Maps 1 ~
. (]
9 Social Graph 3 -
-
m
A
g '"sa® o ©
Sodial Graph 2022.03.04_06-13-41 Social Graph 2022.03.04_06-13-50 [ Note
Extraction MTE737TM
| Source [Cff Maps
O D ' f Name Maps
o 2022.03.04_15-13...
L = Created 2022/03/04
(UTCO) 15:13:16 (UTC+Q)
] £ Size 162 KB
In| O Type PNG
Social Graph 2022.03.04_06-14-20 Maps 2022.03.04_15-13-16.png Category Images
SHA-1 Hash 66a9774f685¢673...
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©@ Webkit Data

~n~

i0S /U1 DA, Apple HMBIFEL TS HTML L>SFU> ST

~ — ~

ST

Z)\—XFBDZET. Web X—)L> Web X—=D1

g

(PCyberDefense

[Webkit] OF—%

VB EFITT D ENEIRET T,

{21 “(® webiat Data - iPhone X0S... *

Q Extraction info

@ View - D--‘,.

Timelne Sodal Gra | Find text...
Web browser

Safari Browser (com.apple.mobiesafal

File

b25cf107-8647-4584-9...

m.yahoo.co.jp
www.google.co.jp

Bc3f0848-e2ae-4446-a...

m.yahoo.co.jp

Chrome Browser (com.google.chrome.

www.google.co.jp  d78c5721-152-42ca-b... Safari Browser (com.apple.mobiesafai

|

Source file Databases.db
Source file 20.0 KB

myahoo.cojp

b25cF107-8647-458...
Web Safari Browser

browser [com.apple.mobile...

@ Wireless Connections

Wireless Connections 7202 3> Tl Wi-Fi #&5EDIEHRT>. Bluetooth ##it. F/z GoogleMap

IREDHR T T DAIEERS. IS TECLNEHERTEET.

'4 Oxygen Forensic® Detective - [m] X
= (a1 "= Wireless Connections - Appl... * 5
Q Extraction info . Export Reset filters E] view + Maps 3
] N i
N 161 f Bluetooth connections 141 Source file consolidated.db
ViFi connections = (=28 *¢ ¥ MAC address MAC address type Device name F Source file 52.0KB
£ Bluetooth connections 141 %] EC:89:14:2C:21:64  Public W04_EC89142C2162-8T b size
| EC:89:14:63:07:3A  Public SPWN_H36_630738-BT 1y Source table Fences
S M EE:78:77:08:88:24 Random IQOS 3 Multi b Pointkind © Reminder
M FO:0F:EC:63:3E:07  Public SPWN_H36_633ED5-BT b Time stamp 2017/08/28
=] FO:0F:EC:81:21E9  Public SPWN_H36_8121E7-8T b Ohelgod 174218 {URC+9)
= FOEEBC:18:DE:78  Random Tie b Coordinates 1) N 35.6800096,
E 139.7677440
%] F3:CE:5L:92:62:23 Random ¥ Service com.google.Maps
M F8:9A:78:89:46:73  Public SPWN_H37_8348718T b
M FO:73:9F:A6:28:BF Random MX Ergo r &P Add i
M FD:74:BB:58:7A:17  Random Tile ]
© Locations¥Reminder 5
& Yr & ~ pontkind Time stamp (Tokyo) Coordinates <
M © Reminder 2017/08/28 17:43:18 (UTC+9) | © N 35.6800096, E 139.7677440 |c
M © Reminder 2017/08/28 17:43:18 (UTC+9)  © N 35.6790646, E 139.7689073 ¢
%] 2017/08/28 17:43:18 (UTC+9) @ N 35.6800096, E 139.7700707 ¢
= 2017/08/28 17:43:18 (UTC+9) @ N 35.6809546, E 139.7689073 ¢
= 2017/08/28 17:43:18 (UTC+9)  © N 35.6800096, E 139.7689073 ¢
< >
Group by:
Find text. ~lv
Version: 12.1.1.10 Total: 161 Filtered: 161 Selected: 1
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Fle. BT —EXTH D WIGLE ZEH I D &(C K> T Wi-Fi D#EIBEIR(BSSID) M SALE
BIREF T DI LEREET I,

" Wireless Connections
w Categories

“F Wil connections

Wireless Connections - Goo...

g Extraction info Export -

x

Reset filters @Vie’w -
« i Timeline

W

R

~ 8 Geo coordinates |

Maps Geo data -
ap t@\ eo da

Coordinates by h

addresces

= A
@ Get the coordinates from WiIGLE

?‘\1 Get the coord om Latent Wireless =
) Get the coordinates of the networks e

Addresses by geo-coordinates
Refresh geo data

Gep data settings...

LIEI=l Timeline

9 >

@ N 35.6813850, E 138.7710877

©) Address 551D

%]

DOOOODODODODOOODD

kA
<

Group by: Day| Hour | Minute

| WU
20184 4H218:43

HUAWET-8540
HUAWEI-8540
HUAWET-8540
HUAWEI-8540
HUAWET-8540
HUAWEI-8540
HUAWET-8540
HUAWEI-8540
HUAWET-8540
HUAWEI-8540
HUAWET-8540
HUAWEI-8540
HUAWEI-8540
HUAWEI-8540
HUAWEI-8540
HUAWEI-8540
HUAWEI-8540
HUAWET-8540

~ BSSID

HUAWEI-8540 oA

2 48:db:50:26:85:40
2 48:db:50:26:85:40
2 48:db:50:26:85:40
2 48:db:50:26:85:40
2 48:db:50:26:85:40
2 48:db:50:26:85:40
£, 48:db:50:26:85:40
2 48:db:50:26:85:40
£ a8:db:50:a6:85:40
2 48:db:50:26:85:40
£ a8:db:50:a6:85:40

"V Find text..

. 48:db:50:26:85:40
) 48:db:50:26:85:40

) 48:db:50:26:85:40

) 48:db:50:a6:85:40

) 48:db:50:a6:85:40

) 48:db:50:a6:85:40

@ 48:db:50:a6:85:40

), 48:db:50:a6:85:40

24

HUAWEI-8540
HIUIAWFT-R540

£ a8:db:50:a6:85:40

@ a8:dh:50:aR:R5:40

201854 A2 16:43 - 201854 A3 16:56

~ Password  Security type i

Avm

(P Add tag[} Note

Source file herrevad
Source file 40.0 KB
size
Source table local_reports

SSID  HUAWEI-3540
sssip ),
48:db:50:a6:85:40
Package com.android.ven..
Time stamp  2018/04/03
(Tokyo) 16:56:34 (UTC=3)

Geo coordinates from external ...

) wiGLE
Latest 2023/02/28
request 16:12:24 (UTC+9)
(Tokyo)
Geo ) M 356813850,
coordinates E 139.7710877
Channel 13
SSID HUAWEI-8540
Last 2022/06/0%
updated 15:08:25 [UTC+8)

Secure True
U Address 2(5ED, AL
B, JP, 103-0028

[l
2018 4A318:38

Detective =T WIiGLE Z{ER 9 B (C(&. ZaT(C WIGLE M HP(https://wigle.net/)H5

RSB EIFZITV). Authentication key ZFITIDINENSH DX,
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can either use the *Encoded for Use” token directly below, or perform the operation manually by concatenating them as <apj user>:<api key> and Base84
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Dear Cyber Defense JP - ReSeller DNGL,
This is your personal Customers Area. You will find the following information:

« Latest version download
© Oxygen Forensic Detective

+ Download links for previous versions
o Oxygen Forensic Detective

« Additional files and decuments

+ Contact technical support

Thank you for choosing "Oxygen Forensic Detective”.

We hope it will help you in your investigations.
Best wishes, Oxygen Team.
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Helping good people make this world safer
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